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Nuix Search Guide

Purpose of the guide

The Nuix Search Guide is designed to help you use various search techniques and syntax to obtain
accurate results with Nuix products.

The search syntax detailed in this guide is used for all Nuix applications that perform a search.

Nuix products provide a powerful platform for conducting effective searches. While some Nuix products
provide a user interface to build your query, others allow you to build freeform queries using the search
syntax. The Nuix search syntax enables you to define queries to extract relevant information from the data
that exists in your system. The syntax is easy-to-use and illustrated in this guide with plenty of examples.

Before you learn about the search syntax, it is recommended that you familiarize yourself with the search
interface of the Nuix application you are using.

Search tips and tricks

Before we go through queries and operators, here are some search tips and tricks to help you formulate
accurate queries.

® Sample your search results to ensure that your syntax is correct for the results you were expecting
to be returned.

® Some Nuix products allow global settings that can restrict searches from retrieving certain property
fields such as path. Check these settings prior to starting any Nuix search, if your Nuix install is
shared with other users. Refer to the corresponding user guide for more information.

* Nuix does not support the use of the reserved SQL word Null. Instead, use a reverse wildcard query
to find all null values in a particular field. To find all items without a name use —name:*

® Searches are executed on the current results set shown and thus can produce different results
when the same query is run again. For example, if you search for name:* and then the reverse -
name:*, the second search will not produce any results. Using the Clear button before running the
search -name:* will result in a list of items with no names.

®* The search term should always be in lower case because words from the content are stored in lower
case except in Exact queries.

® Punctuation marks are ignored in searches except in Exact queries.

® |f your search contains a distance parameter, ensure that it is in the format “nn”. If the 0 is omitted,
the “.” is treated as punctuation and ignored.

® Use a hyphen to reverse a search query. For example, to match all system files you would use kind:
system. To exclude all system files, you can use —kind:system.

® |t is highly recommended that you explicitly use operators and parentheses for precedence ordering
when constructing complex queries. This will assist in the reading and understanding of how the
search will be executed, and ensure that there are no unintended or unexpected results.

® Some paths contain virtual names for folders without names in the physical container items such as
PSTs and Top of Personal Folders. It is highly recommended that any searches using paths with a 0
result set are double-checked by breaking up the path query into two sections, path:[path up to the
container] * AND path:*[Final folder name that you wish to search]

We’'ll look at queries and operators in detail in this guide.



Query types

The Nuix search syntax is comprised of a wide range of queries from simple single-word queries to
complex field queries. The following query types are included in the Nuix search syntax:

Query type Description

Simple Search for a single-word to locate all occurrences of the word (search term).
Wildcard Locate one or more words with the help of wildcard characters.

Fuzzy Search for terms based on the distance between two strings.

Exact Search for terms with punctuation and/or exact capitalization.

Field Search for single-word terms occurring within specific properties of data items.
Phrase Search for a sequence of words in a particular order.

Regular Expression Search for terms using pattern matching.

Range Search for terms within an upper and lower bound.

Each type of query is explained in detail with examples to help you with the syntax.

Query types



Simple queries

The simple search query is a single-word query. Enter a single word or term to locate all occurrences of
the word within the case index. The word will be found in the properties, the name, the path, and the text
content of items, or a combination of any of these items.

Example
Query String Results
Joe Matches all items with the word "joe" somewhere in the properties, name, path or
the text content.
Note:

For Simple Queries, search terms are not case sensitive and will always be searched in lowercase; for
example, the queries "joe", "Joe" or "JOE" will return identical results.

By default, a Nuix search starts from the pathname of an item. For example, if you are searching for the
term “Joe" in files located in the folder \Evidence\Email\Joe Email\lmportant, the query will find all items
within the folder Joe Email and within any subfolders as well. To exclude the pathname from your search,
specify the specific fields within which you want to search for “Joe”. For example: (field:joe), content
(content:joe) and/or properties (properties:joe). Alternatively, include a clause to not search with the path,
such as (joe AND —path:joe).

Simple queries 4



Wildcard queries

Purpose of wildcard queries

Use wildcards to substitute characters within a term to allow searching for one or more words that share
some of the same characters.

There are two types of wildcard characters that can be used for substitution:

® A single character which is represented by the “?” symbol
® Multiple characters which are represented by the “*” symbol

Single character wildcards

To perform a single character wildcard search, use the "?" symbol within the word at the character that you
wish to be variable within the returned results. The "?" will always match exactly one character within the
term, except for an empty space, with the remainder of the term required to be exactly the same each time.

The “?” character can also be used in any position within the term; however, when used at the front of a
term the search can take longer as the search is looking for any character first before matching the rest of
the term.

Examples

Query String Results

jo? Matches "joe" and "joy", but does not match “jo” or “joke”
j ??e Matches "joke" and "jade"

?0e Matches "joe" and "toe"

Multiple character wildcards

To perform a multiple character wildcard search, use the "*" symbol. The query will match zero or more
characters at the position of the “*” symbol within the returned results. The "*" symbol can be used in any
position; however, when used at the front of a term the search can take longer as the search is looking for
any character first before matching the rest of the term. Multiple character wildcards can also be used to
return all items within a field that have some value.

Examples

Wildcard queries 5



Query String Results

nu* Matches "nunawading”, "nuix", "nu" and "numpages"
*wor k Matches "work", "network" and "patchwork"
content:* Matches all documents which have text content

Mixing wildcards

Use both the single and multiple character wildcards in a single query to form a mixed wildcard query to
create a targeted search.

Example
Query String Results
n?u* Matches strings that:

® start with the character "n",

¢ followed by exactly one more character,
¢ followed by "u",

* followed by any number of characters.

Therefore, it will match "nsummary”, "neutral" and "noun”.

Wildcard queries



Fuzzy queries

Fuzzy queries allow you to search for terms based on the distance between two strings.

Nuix supports fuzzy searches based on the Levenshtein distance or Edit distance algorithm. The
Levenshtein distance between two strings (words) is the minimum number of single-character edits
(insertion, deletion, substitution) required to change one word into the other.

To perform a fuzzy search, add the *~’ (tilde) symbol at the end of the search term. This will find words that
are similar to one another in as far as the characters they contain. The match is approximate rather than
exact, hence the term “fuzzy search”.

You can add an optional parameter after the tilde to specify the maximum edit distance (Levenshtein
distance). The value can be 0, 1, or 2, where lower values require a more similar match (using 0 is the
same as not using a fuzzy search) and higher values allow more letters to be different. The default value in
the absence of this parameter is 2.

® Ensure characters are written in lowercase as uppercase characters will not be matched. Even if a
lowercase character is the same letter as the uppercase character in the query, it will count as a
difference between the two terms.

® Runs of characters that look like a single term but which are actually broken apart (particularly
common in Chinese and Japanese) will not be matched.

® Stemming will not be applied to the term in the query.

Examples
Query String Results

hot~ (aka hot~2) Matches the words "hot", "huw", "tlot", "sat", "mat", "riot", ...

cold~ Matches the words "cold", "clod"”, "mlod", "buld", “coil", "mould", ...
hot~1 Matches the words "hot", "shot", "lot", "hut", "hoc", "how", "got", "pot", ...
hot~0 Matches the words "hot"

Fuzzy queries 7
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Phrase queries

Phrase queries allow you to search for a sequence of words in a specific order.

To construct a phrase query, add double quotes (") at the start and the end of the sequence of words that
are to be considered phrase. Only items that contain the words in exactly the same sequence as the
phrase will be returned.

Punctuation marks such as “.” and “:” are treated as whitespace when searching. If a punctuation mark is
in between two words, it is converted to whitespace and the entire term either side of the punctuation mark
is automatically converted to a phrase.

Examples
Query String Results
"Joe Bl oggs” Matches items that contain "Joe Bloggs", in that order.
" P&L" Matches items that contain "P L", in that order.
j oe. Matches items that contain "joe bloggs nuix com", in that order.
bl oggs@vui x.
com Note that when your search query contains punctuation marks without any space
around them, they are ignored. The remaining words are treated as a phrase
guery. To include punctuation in your search, use an exact query.
"] oe. _ Matches items that contain "joe bloggs nuix com", in that order. This is the same
bl oggs @i x. result as without quotes.
cont
" AAA| BBB" Matches nested metadata properties that contain AAA as the parent folder and
BBB as the child folder. When you search for the "AAA|BBB" metadata name, the
AAA BBB search queries "AAA|BBB" and "AAA BBB"- both return the correct item. This is

currently supported for Hancom data.

Note: To include punctuation in your search, use an Exact query.

Phrase queries with slop

A "slop" of a phrase query is to search for words within a certain distance of each other, using the tilde (~)
symbol at the end of a phrase query along with a numerical value that indicates the number of unrelated
words that can occur in between.

The behavior of phrase queries with slop applied is not immediately obvious and has a very different

search behavior to proximity searching which it is commonly mistaken to be. Slop values are measured
from the word immediately following the first word found.

Phrase queries 8



To understand this concept better, let us take the phrase, "The quick brown fox jumps over the lazy dog." If
we want to search for "fox quick"~2. Nuix will first find "fox", and then set about looking for "brown"

immediately after fox, allowing it to fall 2 words either side of the starting term which is the term after the
initial term in the query.

Visually this can be represented as follows:

Current term position ———

Previous term

The | quick |brown | fox |jumps | over the lazy dog

| -2 -1 0 +1 +2 |

Range of 2 from current term

The numbers below the words indicate the slop value required to match each term, from -2 up to 2.

Therefore, the following queries should (and do) result in a match (this assumes that stop words are not in
use):

"fox jumps"~2
"fox over"~2
"fox the"~2
"fox brown"~2

The following queries do not result in a match:

* “fox quick"~2
* “fox lazy"~2

Additionally, "fox fox"~2 does not return a match as phrase queries can only match each term once for
each position in the phrase.

Examples

Query String Results

"Joe Bl oggs” Matches items that contain "Joe Bloggs", as well as items that contain "Joe John
~2 Bloggs".

"Joe* Bl og*"

Matches items containing "Joe Bloggs", Joe's Blog" or other combinations that
~2

match the provided wildcards, with up to two unrelated words in between them.

Note: If quote marks are left off a slop query unintentionally, the last word within the intended phrase will
be treated as a fuzzy search within the query using the “~” and any numerical value as parameters.

Phrase queries



Exact queries

Exact queries allow you to search using a specific case or punctuation, which are ignored in simple
gueries. Exact queries can only be used across data that has the Enable Exact Queries option selected
when indexed.

To search for a sequence of characters that include upper case characters or punctuation marks, add
single quotes (') at the start and the end of the search term.

Whilst the syntax is similar to other queries, exact queries can provide very different results. This is
because exact queries search sequences of characters, whereas simple queries and phrase queries
search the indexed words only. For example, simple queries will not match a search term unless it
matches the whole word found in a document. Exact queries with the same search term will result in a
match if it matches only part of a word found in a document.

Another example is the Proximity Operators that will use the number of characters between search terms
for exact queries to calculate distance, whereas simple queries will use the number of words to calculate
distance.

Examples

Query String Results

' $1, 000 Matches only items containing the text, "$1,000"

' 123- 456- Matches items containing the text, "123-456-0000", with up to two unrelated
0000" ~2 characters mixed in

The exact search query result is highlighted. For example where an exact query matching syntax
content:'ding’ highlights the "ding" in the term "finding" within the item text view.

Note: When using exact queries, both sides of a proximity search must be an exact query term otherwise
an error will occur. When a proximity search is used within an exact query, the distance is calculated from
the end of the first term to the beginning of the second term.

The following screens show exact query searches for a single character, multiple characters, Unicode and
slop searches.

Exact queries 10



Single character query

Text | Metadata | Family (2) | Printed Image

w Details

Created:

Last modified:

Last accessed:

Title: epmri201.gxd

are left alone to practice their
dark art. The key word here is
dominance,

Mative | Binary | Word List | Diff | History
3 lines
Author:

Company:
Keywords:

e-Project Management Adwisory Serwvice Executive Report is published by the Cutter Consortium, 37

Broadway, Suite 1, Arlington, MA 02474-5552,

Client Serwices: Tel: +1 781 641 9376 or, within Morth America, +1 800 492 1650, Fax: +1 648 1950 or,

within Morth America, +1 800 838 1516, E-mail:

service @cutter.com, Web site: u'..'ww.v:utter.cnml:nnsnrﬁum. ©2001 by Cutter Consortium. All rights

reserved, Unautharized reproduction in any

form, induding photocopying, faxing, and image scanning, is against the law.

VOL. 2, MO, 2

www. cutter .comfronsortium]]
CEXECUTIVE REPORT

3

Table 1 O Power Relationship Features

Exact queries
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Multiple character query

Email | Metadata | Family (2) | Printed Image | Mative | Binary | Word List | Diff | History

w Details 3 lines e

Date: 05/01/2003 3:57:11FM

From: angela@nuix.com.us

To: sits @ruix. com. au
Cc harold@hotmail. com
Boc:

Subject: Test Email &

Diomain,com.au Home Alert Results

Victor, your Home Alert profiles returned 17 matches.

Profile: 1

Suburbi(s): Kirribilli, Mcmahons Point, Milsons Paint, Morth
Sydney,

Waverton, Waolstonecraft and Lavender Bay

Bedrooms: 2

Property Type(s): Al

Price Ranges: .Jpw to £300pw and $300pw to S350pw
Features: Mo Features

Keywords: Mo Keywords

Publication: All Publications

MORTH SYDMEY 2/5 Hunter Crescent S280PW Inspect 10.00 - 1.00 POLISHED
FLOORS 2br + sun room, int Indry fac, small blk, dose to Mth Syd CBD.
Richardson & Wrench 9958 3435 www.randw.com.au/northsydney

Sydney Marning Herald, Saturday, 17 August 2002

See full ad at:
http: ffvww. domain.com. aufjump/alertad. asp?st=nswaut=R fadid=2683171

2. MNorth Sydney $350

Unicode query

Unicode quotation marks U+2018 (") and U+2019 (’) are also permitted in addition to the ASCII single
quotes.

Exact queries
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Text | Metadata | Family (1) | Printed Image | Mative | Binary | Word List | Diff | History

w Details 3lines e
Created: 04/05/2016 10:31:47 AM Author:  anthony

Last modified: 29/03/2011 2:35:38 PM Company: Microsoft

Last accessed: 20,/09/2012 1:22:53 AM Keywords:

Title:

voanews, com english/news/Japanese-FM-Appeals-for-nity-to-Face-Earthquake--1173951 14, html, Retrieved
2010-03-14,

332, " NHK Mews, 14:40 ST,

333, " Ustream Asia. EETVE RO RIEEG FFiETE BETERE - FRFE{E INTERNET Watch™

http: ffinternet. watch.impress. co.jp/docs/news 20110312 _432721. html.

334, ~ Pinola, Melanie. Listen to Live Coverage from Japan In English from YokosoMews, Tifehacker™, 13 March

M11 Datricvad 17 Mar- 11

*isiZulu

* Islenszka

* Italiano

= nilly
*Basa Jawa
i
* KbIpbik MapEI
* Latwiesu

* Lietuviy

* Lojban
*Magyar

* PyCoKMiA
*OOoOoOoo

* Simple English

= SlDH

*CnoedHeocs | OOOOO00OOOOO
* Sranantongo

* Cpnckn [ Srpski

* Srpskohrvatski / CpnckoxpeaToo

* Suami

* Svenska

*Tagalog

Slop query

A search performed for “[]"~1.

Exact queries



Text | Metadata | Family (1) | Printed Image | Mative | Binary | Word List | Diff | History

w Details 3lines
Created: 04/05/2016 10:31:47 AM Author:  anthony

Last modified: 29,/03/2011 2:35:38 PM Company: Microsoft

Last accessed: 20,/09,/2012 1:22:53 AM Keywords:

Title:

Landslides  Yes
Foreshocks 7+ (4+ above 6.0 MW)
Aftershocks 811812+ (54-55+ above 6.0 MW)

Casualties 11,004 deaths,[4][5] 2,773 injured,[41[5] 17,332 people missing[4][5] (all figures preliminary)
ved e

The 2011 Tohoku earthquake and tsunami (3 3kET FFEi== B, Tohoku Chihd Taiheiyvd-oki Jishin[&]?,
literally "Tohoku (East-Morth) region Pacific Ocean offshore earthquake™[m 1]) was a 9.0-magnitude
undersea megathrust earthguake off the coast of Japan that occurred at 1446 ST (05:46 UTC) on Friday,
11 March, 2011..3] [7] The epicenter was approximately .kilu::meters (45 mi) east of the Oshika
Peninsula of Tahoku, with the hypocenter at an underwater depth of approximately 32 km (19.9 mi}l.-

The earthquake triggered extremely destructive tsunami waves of up to 23.6 m (77 ﬂ:}l.ﬂ'uat struck Japan
minutes after the guake, in some cases traveling up to 10 km (& mi) inland, [10] with smaller waves reaching
many other countries after several hours. Tsunami warnings were issued and evacuations ordered along
Japan's Padific coast and at least 20 other countries, induding the entire Padific coast of Morth America and
South America. [11][12][13]

The Japanese Mational Police Agency has offidally confirmed 11,004 deaths, [4][5] 2,778 injured, [4][5] and
17,339 people missing[4][5] across eighteen prefectures, as well as over 125,000 buildings damaged or
destroyed. [4][5] The earthquake and tsunami caused extensive and severe structural damaage in Japan,
induding heavy damage to roads and railways as well as fires in many areas, and a dam collapse. [10][14]
Around 4.4 million households in northeastern Japan were left without electricity and 1.5 million without

rmbme T4ET Blmmes alecdric=l mmmme—bors wmes dmlemm Ao —md 4 lmmmd Heemm moadlmme cmmmbme s mn e~ A
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Regular expression queries

Why use Regex queries

A regular expression is a powerful method that you can use to describe a search pattern. Regular
Expression queries provide means for matching patterns of text strings, such as particular characters,
numbers or words.

To perform a regular expression search, add the forward-slash character (/) to the start and end of the
regular expression to be used in the search. For those familiar with regular expressions, the pattern is
matched against each individual word, so using expressions such as the caret (") to find the start of a line
in the text is not possible. Matching is not case sensitive and literal characters must be entered in
lowercase.

You can also form complex phrase queries by using spaces within the regular expressions, and “slop” for
phrases within regular expressions is supported the same way as described in Phrase Queries as shown
in the example below.

Available patterns

Some available patterns:

Syntax Results
\d A digit (0-9)
\D A non-digit

| Matches either the left or right side

[] One of the characters within the brackets

Any character

The same as a multiple character wildcard search

\b A word boundary. Hyphenated words are broken up by word boundaries. This
matches hyphen boundaries and the end of a word.

N Start of a word. Will not match hyphen boundaries.

$ The end of a word. Will not match hyphen boundaries.

Regular expression queries 15



Examples

Query Syntax

[ appl e| or ange/

[ eat| ate appl e| orange/ ~2

[ gr[eao]y/

[ gr[~eao]y/

/.oe.* not/

/O\d{1, 3}/

JO\d{1,3} \d{3,4} \d{3,4}/
OR /0\d{1,3} \d{6, 8}/

/ [\ u0400-\ u052f] */

[[\p{InCyrillic}\p
{InCyrillic_Suppl ementary}]
*/

Description

Matches all items that contain either apple or orange.

Matches all items which contain either eat or ate and then apple
or orange, with up to two unrelated terms separating them.

Note that only whole words are matched. To match partial words,
use wildcard characters.

Matches all items that contain either grey, gray or groy.

Matches all items that contain at least one word starting with gr
followed by a character that is not e, a or o, followed by y. This
guery would match griy and gr3y.

An example of a phrase query. Matches all items that have a
word starting with any letter followed by oe, optionally followed by
any other characters then the word not. This query would match
"does not", "joe not" and "ioexception not".

Matches all items that start with O followed by 1 to 3 digits. This
guery would match 02, 0404, 00 and 080.

Matches all items that may contain local phone number patterns.
The first part of this query would match 02 2328 1929, 043 232
192 and 0404 0233 2333. The second part would match 02
23281929, 043 23221923 and 0404 023323. There are different
conventions for how phone numbers are grouped, so you will
probably need to adjust this query for different cases.

Matches all Unicode Cyrillic and Cyrillic Supplement alphabet
families.

Note that adding the asterisk (*) will highlight whole words for
some languages such as Russian and Serbian.

Matches all Unicode Cyrillic and Cyrillic Supplement alphabet-
family using the Unicode block names.

Tip: There are a number of great resources for Regular Expressions on the internet that you can refer to
for formulating character-based regex patterns for searching, example http://regexlib.com/CheatSheet.aspx

Regular expression queries
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Range queries

About range queries

Range queries allow you to search for terms within a specified upper and lower range. To formulate a
range query, use square brackets [], curly brackets{} or a combination of both [} surrounding the two
boundary terms. Square brackets mean that the term on the corresponding side is matched (that is, the
range is inclusive of that boundary term), whereas curly brackets mean that the term on the corresponding
side is not matched and only the values that exist between that boundary are retrieved (that is, the range is

exclusive of that boundary term).

If you wish to omit either bound, the wildcard character ("*") can be used in its place. Omitting both bounds
is not possible, and a normal wildcard query should be used instead.

The keyword "TO" (or "to") can optionally be inserted between the upper and lower range to make the
guery more readable.

Range queries on date fields

The following additional options are available for formulating a range query based on date fields:

® Specify specific dates, which should always be entered in the "yyyyMMdd" format (4 year digits, 2
month digits, 2 day-of-month digits without spaces or punctuation.)

® Specify relative dates, using "-" or "+" followed by a number and then the units to use. The
supported units are "d" (days), "w" (weeks), "'m" (months) and "y" (years.).

® Specify today using the special value "TODAY", which is the same as using the value "+0D".

The following examples will help you understand this relatively complex query type better.

Examples

Range queries 17



Query String

[Joe TO
Johnat han]

{Joe TO
Johnat han}

[Joe TO
Johnat han}

comm dat e:
[ 20070101 TO
20070131]

item date:
[ 20120101 TO *]

dat e-
properties:”
File Mdified":
[* TO -7VY]

dat e-
properties:"
File*":[* TO -7
Y]

dat e-
properties:"*":
[* TO -7VY]

Range queries

Results

Matches items which contain "Joe", "John" or "Johnathan" somewhere in the
properties or the text content.

Matches items which contain "John" somewhere in the properties or the text
content, but does not match "Joe" nor "Johnathan".

Matches items which contain "John" or "Joe" somewhere in the properties or
the text content, but does not match "Johnathan".

Matches items which are inside a top-level communication which was sent in
January 2007.

Matches items which are dated on or after January 2012.

Matches items with a "File Modified" property older than 7 years.

Matches items with a "File" property older than 7 years, e.g. "File Modified",
"File Created", etc.

Matches items with any date property older than 7 years.

18



Field queries

About field queries

A single-word query locates a search term within text contained in the content of a document as well as
within the properties of the document. Field queries allow you to restrict your search to specific properties
of documents through the use of field names within the search query.

If you perform a single-word search for the term “wow”, your search results will include items that have this
word in the content or in the properties of the documents returned. To restrict this search to a specific field,
prefix the search term with the field name followed by the ":" symbol. For example, if you want to search for
“wow” in the “name” field only, using the search term "name: wow" will locate the items whose name field
contains the term "wow", but it will not locate items which contain the term "wow" in the text content only.

For more information about which fields can be used in field queries see the Indexed fields section.
Examples

Query String Results

name: Enbedded  Matches items that contain "Embedded" in their names, such as "Embedded ltem
1" or "Embedded Item 2"

nane: ( Matches items that contain both "Embedded" and "1" in their names, such as
E;rbedded AND  "Embedded Item 1" or "Embedded Image 1"

1

name: ( Matches items that contain words beginning with “picture™ or “itext" in their names,
pi ctur e; R such as "Some more pictures", "Picture 1" or "itext6"

itext*

properties: Matches items that contain nested metadata properties AAA as the parent folder

AAA| BBB" and BBB as the child folder. When you search for the "AAA|BBB" metadata name,
propert | &5 the search queries "AAA|BBB" and "AAA BBB"- both return the correct item. This is
AAA BBB currently supported for Hancom data.
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Search operators

Nuix allows for different types of queries to be combined with the help of search operators to refine search
results. Two or more queries can be combined with a combination of the operators.

® Logical or Boolean operators
® Proximity operators

Operators within a query are governed by precedence and grouping which can dramatically affect the
results returned. Precedence refers to the order in which the operators are processed in a query. Grouping
refers to combining two or more expressions in a query using parentheses to affect the order or
precedence to retrieve the desired data.

Tip: It is extremely important to understand how both governance and precedence affect searching and it
is recommended to explicitly use both in constructing search terms to ensure the expected results are
returned.
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Operator precedence

Query operators execute in the following precedence ordering when used in a search:

Order Operator Notes
1. Slop suffix ('~n") It can only be used with quoted queries, quoted
wildcard queries, exact queries or regular expression
queries.
2. Fuzzy suffix ('~") It can only be used with unquoted queries.
3. Goups ( "(" ... -
"))
4, Field prefix -
("field:")
5. Al ternate | ogical

operators ('+',

6. NOT -

7. Wn, PRE/ n, NOT W -
/' n, NOT PRE/n

8. AND -

9. R -

Note: In instances where no operator has been explicitly used between two terms, the default behavior is
to use the AND operator between the terms.

Examples:

Query String Results

John AND Jenny OR Tom AND Operator precedence means this is equivalent to
Jerry

(John AND Jenny) OR (Tom AND Jerry), and is not equivalent to

((John AND Jenny) OR Tom) AND Jerry
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Operator grouping

Use parentheses to group expressions in order to execute operators, different from the default order to
produce the desired query. The expression within parentheses will be evaluated as a separate query first,
and with the results from that query then used against the expression not enclosed in parentheses.

Examples:
Query String Results
(Joe AND Matches all items that contain both Joe and Bloggs, or only Smith (so it would
Bl oggs) OR match an item that contains the phrase "Keith Smith").
Smith
Joe AND Matches all items that contain both Joe, and either Bloggs or Smith (so it would
(Bl 0%?3 R not match "Keith Smith", but it would match "Joe Bloggs").
Smi t
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Logical/Boolean operators

Boolean operators enable you to refine your searches to achieve specific results set.

Nuix supports the following Boolean operators: AND, OR, and NOT. While you can chain together any
number of logical ANDs or ORs, combining the various operators together can lead to ambiguity in search
syntax. In such cases, it is recommended to use parentheses to clarify the order of operations with the
innermost pair of parentheses being performed first, followed by the next most inner pair working outwards
until all operations within parentheses are complete. Any remaining operations outside the parentheses
are then performed last.

AND operator

The AND operator can be used to combine two or more search terms to match only those items that
include all of the individual terms.

The AND operator is not case sensitive, so a lowercase "and" in queries is also recognized as the AND
operator.

You can combine the AND operator with other types of search syntax. For example, you can use AND in
between terms that use a wildcard or a fuzzy search.

If you use two single terms in a query without an operator in between and not enclosed by quote marks, by
default Nuix will search for the terms using the AND operator between them. Another syntax for the AND
operator is to add the plus (+) symbol to additional terms you want to include in the search; for example,
insider AND trading AND options is the same as insider +trading +options.

Examples
Query String Results

Joe AND Bl oggs Matches items that contain both "Joe" and "Bloggs".

Joe Bl oggs Matches the same items as the previous query, because AND is the default
operator.
Joe +Bl oggs Matches the same items as the previous two queries (alternative syntax).

J* AND Bl oggs Matches items that contain both text starting with "J" and the full word "Bloggs".
Joe~ AND Matches items that match the fuzzy search results for "Joe" and the full word

Bl oggs "Bloggs".

OR operator

The OR operator can be used to combine two or more search terms to match items that include either of
the individual terms within them.
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The OR operator behaves much like the AND operator with respect to combining with other queries.

Examples

Query String Results

Joe OR Bl oggs Matches items that contain either "Joe" or "Bloggs" (or both).

NOT operator

Use the NOT operator to combine two or more search terms to match items that include only the first term,
but do not include the second term.

The NOT operator behaves like the AND operator with respect to mixing with other queries.

Another syntax for the NOT operator is to add the minus (-) symbol to the terms you want to exclude from
the search.

Examples

Query String Results

Joe NOT Bl oggs Matches items that contain "Joe", but not "Bloggs".

Joe - Bl oggs Matches the same items as the previous query (alternative syntax).

XOR (Exclusive OR) operator

Nuix does not support an explicit XOR operand. However, because it does support the use of
parentheses, you can construct equivalent queries by using NOT and OR in the same query.

Examples
Query String Results
(Joe NOT Matches items that contain either "Joe" or "Bloggs", but not both. That is, it
Bl oggs) OR could return matches containing Joe Smith or Karen Bloggs.
(Bl oggs NOT
Joe)
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Proximity operators

Proximity operators are operators that can be used to combine two or more search terms to match items
based on their distance from each other. The distance parameter is specified along with the desired
proximity operator in the query. Nuix supports the following proximity operators:

W/n

PRE/n

NOT W/n
NOT PRE/n

Note: It is important to note that in the legal industry most proximity searching is often associated with a
particular product. Proximity searching within Nuix has been implemented to work in the same fashion as
would be expected by industry-standard proximity searches, but does not use any third-party tools to do
so. This will usually result in slightly differing results if compared with another tool unless the indexes have
been built in exactly the same way as Nuix builds its index including additional property fields.

W/n

A search combining two or more search terms using the W/n operator matches only items that are near
each other within the maximum permissible number of terms specified by the parameter n. One term is
matched within that distance of the other and is symmetrical as a search term.

The operator is not case sensitive, so a lowercase "w/n" in queries behaves the same way as the same
operator in uppercase.

Much like the AND operator, the W/n operator can be used to combine most of the above search queries,
in particular though, NOT queries are not permitted. Complex nested Boolean queries are permitted but
are unlikely to give meaningful results.

Examples
Query String Results
Joe W4 Matches items that contain "Joe" and "Bloggs" occurring within a maximum
Bl oggs distance of 4 terms apart (a maximum of 3 terms can occur between the two).
(John OR Matches items that contain either "John" or "Johnny" occurring within a maximum
Johnny) W2 distance of 2 words from "Smith".
Snmith
(John AND Matches items that contain both "John" and "Mary" occurring within a maximum
Mar y%] w2 distance of 2 words from "Smith".
Smit
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PRE/n

The PRE/n operator works similarly to the W/n operator with the difference being that the matches must
occur in the order in which they are specified.

The operator is not case sensitive, so a lowercase "pre/n” in queries behaves the same way as the same
operator in uppercase.

Examples

Query String Results

Joe PRE/3 Bl oggs Matches items that contain "Joe" and "Bloggs", with "Bloggs" occurring within
the three terms after "Joe".

(John OR Matches items that contain either "John" or "Johnny", with "Smith" occurring
%O_hnﬂ}’) PRE/ 2 within the 2 words after matching either of the first terms.
m t

NOT W/n and NOT PRE/n

By adding NOT in front of W/n or PRE/n, the proximity rule is reversed.

This operator is not case sensitive, so a lowercase "not" in queries behaves the same way. Along with the
restrictions already noted for proximity queries above, using NOT proximity queries with nested AND
gueries is not allowed.

Examples
Query String Results
"Acme Matches items that contain any instances of "Acme Corporation" which is not within
Cor por ati on” 3 terms of "Copyright". This is different from normal Boolean queries in that the
NOT W 3 same document might have some instances of "Acme Corporation” within 3 terms
Copyri ght of "Copyright" and other instances that are not which would be hit in that case.

Acne NOT PRE Matches items that contain "Acme" but without "Corporation" or "Inc" as the next

11 ( term.
Cor por ati on

OR I nc)

Proximity operators 26



Escaping special characters

This search operator is used when you need to include special characters in your search. A backslash (\)
is used to escape special characters.

For fields like "content” where these special characters are also treated as punctuation anyway, this isn't
particularly useful, but it can be useful for fields like "tags" where natural language analysis is not
performed.

Example
Query String Results
tag: Bl og\ * Matches all items with the tag "Blog*".
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Indexed fields

Indexed Fields in Nuix enhance searching by providing specific fields that can be searched directly. Some
of these fields are convenience fields that have been calculated on indexing and stored for later use like the
Item Date field whereas some are simply stored as a specific property to make searching for them faster
like the Name field. A simple single search term searches both text content and metadata properties. An
indexed field search restricts the search to only the content of the metadata property specified.

To restrict a search to a particular indexed field, prefix the term for which you are searching with the field
name followed by a colon (;). For example, the search expression name:“nuix” locates the items whose
name contain the term "nuix", but it will not locate items that contain the term "nuix" only in the text content.

Note: The field search only works against the word that directly follows the colon. If you want to search for
a phrase, the phrase must be enclosed in quotes. For example, if you want to search for "Options to sell”
in the subject of an email or in the name of an item, you would use name:"Options to sell".

Indexed fields are further classified into the following categories, based on field attributes:

Common fields
Annotation Fields
Communication fields
GUID fields
List-based fields

These classifications and the use of associated attributes for searching are explained in this section.
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Common fields

Use Nuix Common fields to search for additional attributes about the item (metadata), which are not
necessarily part of the content or the item itself. Given below are the different types of common fields
available in Nuix including working examples of each. The fields are listed in alphabetical order for easy
navigation.

audited-size | boolean-custom-metadata | boolean-custom-metadata-exact | boolean-properties |
characters | content | custom-metadata | custom-metadata-exact | date-custom-metadata | date-custom-
metadata-exact | date-properties | digest-input-size | duration-properties | evidence-metadata | external-
deduplication | family | family-content | family-names | family-properties | file-extension | file-size | flag |
float-custom-metadata | float-custom-metadata-exact | float-properties | fuzzy-hash | has-binary | has-
communication | has-embedded-data | has-image | has-printed-image | has-stored | has-text | imaging-
profile | integer-custom-metadata | integer-custom-metadata-exact | integer-properties | item-date | item-id
| item-number | kind | lang | location-2d | md5, md5-original, md5-latest, sha-1, sha-1-original, sha-1-latest,
sha-256, sha-256-original, sha-256-latest (digests) | mime-type | mime-type-tag | modifications | name |
named-entities | nlp | path-kind | path-mime-type | path-mime-type-tag | path-name | photo-dna | print-
method | printed-image-page-count | properties | shannon-entropy | skintone | text-custom-metadata | text-
custom-metadata-exact | top-level-item-date

audited-size

The audited-size field is used to search for audited items of a particular size (in bytes). ltems that have
been marked for auditing (non-immaterial items) can be identified with the search flag:audited.

Examples

Query String Results

audi ted-si ze:  Matches all audited data items with a size of 789.
789

audi t ed- si ze: Matches all audited data items with a size from 400 to 789.
[ 400 TO 789]

audi ted-si ze:  Matches all data items with an audited size, although flag:audited will run quicker.
* From Workstation 5.0 onwards, the option to calculate audited size must be

enabled.
- audi t ed- Matches all data items without an audited size, although -flag:audited will run
size: * quicker.

boolean-custom-metadata

The Boolean-custom-metadata field is used to search custom metadata fields that are of a Boolean type
that are associated with data items. You can use "yes" or "1" as an alias for identifying the value “true”,
and "no" or "0" as an alias for identifying the value “false”.

Common fields 29



The wildcard character "*" can be used to match "any" in either field name or value. Partial wildcard
matching within a name or field (e.g. "somePrefix") is not supported.

Examples
Query String

bool ean- cust om
net adat a: "
follow up":true

bool ean- cust om
met adat a: "
follow up":1

bool ean- cust om
net adat a: "
foll ow up":*

bool ean- cust om
met adata: *: 0

Results

Matches data items that have the Boolean custom metadata field “follow up"
with the value true.

Mat ches data itens that have the Bool ean custom net adat a
field "foll ow up" including null val ues.

Mat ches data itens that have any Bool ean custom net adat a
field with the val ue fal se.

boolean-custom-metadata-exact

Same as boolean-custom-metadata except the search is faster and is performed case-sensitive over the

field name and value.

boolean-properties

The boolean-properties is used to search over the boolean properties associated with every item of data.

Example
Query String Results
bool ean- properti es: Matches items with a "compressed" property set to true.

conpressed: true

characters

The characters field is used to search for items that contain characters of the character sets listed below.

Common fields
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Type Explanation

arabic Includes Arabic characters.

chinese Includes Chinese characters that are shared with other languages, such as
Japanese and Korean.

cyrillic Includes many East and South Slavic languages, and almost all languages in the
former Soviet Union.

hangul Includes characters from the native alphabet of the Korean language.
japanese Includes the Japanese Hiragana and Katakana alphabets.
non-latin Includes any characters not found in common Latin (English, Spanish, German,
etc.) text.
Examples
Query String Results

characters:japanese Matches all items containing Hiragana or Katakana characters.

characters: non-latin Matches all items that contain non-Latin characters.

content

The content field searches text content within the email body or the text portion of a document.

Example
Query String Results
cont ent : wow Matches all items that contain the term "wow" in the email body or text portion of a

document, essentially the Text tab of the Preview pane.

custom-metadata

Use this field to search across all the custom metadata fields associated with every item of data. If a value
is provided, it is interpreted by every specific custom metadata type that can satisfy it. For example, the
search term "true" will be searched in only text and Boolean entries, while "1" will be searched in text,
Boolean, integer (whole number), and float (decimal) fields because they can all interpret the value. This
search field is designed as a "catch-all" option. Therefore, if you know the type of custom metadata for
which you are searching, it would be more effective to use one of the more specific custom metadata
search fields.

Single value queries (or no value specified) search all custom metadata types, while range queries search
only integer, float, and date custom metadata types.
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The wildcard character "*" can be used to match "any" in either field name or value. If partial wildcard
matching is used for a value (e.g. "somePrefix"), only text custom metadata fields are searched.

Examples

Query String Results

custom Matches data items that have the custom metadata field "char count" of any type
met adat a: " (text, whole number or decimal) with the value 15234,

char count":

15234

custom Mat ches data items that have the custom netadata field "char
met adat a: " count” of any type with any val ue.

char count":*

custom Matches data items that have any custom metadata field of any type (text or

met adat a: *: Boolean) with the value true.

true

custom Matches data items that have the custom metadata field "char count" of any type
met adat a: " (whole number or decimal) with a value between 14000 and 16000 inclusive.
char count™:

[ 14000 TO

16000]

custom Matches data items that have the custom metadata field "char count" of any type
met adat a: " (whole number or decimal) with a value between 14000 and 16000 exclusive.
char count™:

{14000 TO

16000}

custom Matches data items that have any custom metadata field of any type inclusive
met adat a: *: (whole number, decimal or date) with a value between 20021118 and 20021119
[20021118 TO inclusive.

20021119]

custom

met adat a: "

custom-metadata-exact

Same as custom-metadata except the search is faster and is performed case-sensitive over the field name
and value.
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Query String

custom
met adat a: "

| ayer 1| | ayer2":

el enk"

Results

Matches data items that have the custom metadata property name whose
nested metadata property value matches the "elem2".

For a nested metadata property, add the 'Field name'.

date-custom-metadata

The date-custom-metadata field searches over the date number custom metadata fields associated with

every item of data.

The wildcard character "*" can be used to match "any" in either field name or value. Partial wildcard
matching (e.g. "somePrefix") is not supported.

Examples
Query String

dat e- cust om
met adat a: " | ast

saved": 20021118

dat e- cust om
met adat a: " | ast
saved": *

dat e- cust om
nmet adat a: *:
20021118

dat e- cust om
net adat a: "| ast
saved":

[ 20021118 TO
20021119]

dat e- cust om
net adat a: " | ast
saved":
{20021118 TO
20021119}

dat e- cust om
net adat a: *:

[ 20021118 TO
20021119]

Common fields

Results

Matches data items that have the date number custom metadata field "last
saved" with the value 2002-11-18.

Matches data items that have the date number custom metadata field "last
saved" with any value.

Matches data items that have any date number custom metadata field with the
value 2002-11-18.

Matches data items that have the date number custom metadata field "last
saved" with a value between 2002-11-18 and 2002-11-19 inclusive.

Matches data items that have the date number custom metadata field "last
saved" with a value between 2002-11-18 and 2002-11-19 exclusive.

Matches data items that have any date number custom metadata field with a
value between 2002-11-18 and 2002-11-19 inclusive.
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date-custom-metadata-exact

Same as date-custom-metadata except the search is faster and is performed case-sensitive over the field
name and value.

date-properties

The date-properties field searches over the date properties associated with every item of data.

Examples
Query String Results
date-properties:" Matches data items that have the date property "last saved" with the value
| ast saved": 2002-11-18.
20021118
date-properties:" Matches data items that have the date property "last saved" with the value
| ast saved": between 2002-11-18 and 2002-11-19.
[ 20021118 TO
20021119]
date-properties:" Matches data items that have the date property "last saved" with the value
| ast saved": between 2002-11-18 9:30:20 AM and 2002-11-19 9:30:40 AM, i.e. down to the
[ 20021118T093020  gecond.
TO
20021119T093040]
date-properties:" Matches data items that have the date property "last saved" with the value
| ast saved": between 2002-11-18 9:30:20.111 AM and 2002-11-19 9:30:40.222 AM, i.e.
[20021118T093020.  down to the millisecond.
111 TO
20021119T093040.
222]

digest-input-size
The digest-input-size field can be used to search for items of a specific digest size (in bytes).

Examples
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Query String Results

di gest-i nput - si ze: Matches all data items with a size of 789 bytes.
789
di gest -i nput - si ze: Matches all data items with a size from 400 to 789 bytes.

[ 400 TO 789]

di gest-i nput -si ze: * Matches all data items with a computed size.

-di gest-input-size:* Matches all data items without a computed size, which includes
directories and evidence folders.

duration-properties

The duration-properties searches over the duration properties associated with every item of data. The
duration specified in the search is in milliseconds.

Examples

Query String Results

duration-properties:"Edit Matches items with an edit time of 5 seconds.

Ti me": 5000

duration-properties:"Edit Matches items with an edit time longer than 60 seconds.

Ti me": [ 60000 TO *]

evidence-metadata

The evidence-metadata field can be used to search any custom metadata that the investigator added to
the case when the evidence was loaded. In these examples, "site" is a piece of evidence metadata.

Examples
Query String Results
evi dence- Matches items whose top-level evidence folder has the word "site” in the name or

net adata: site value.

evi dence- Matches items whose top-level evidence folder contains the value "23 Dickson
met adata: " Street, Canberra" for the "site" metadata field. This actually matches some other
site: 23 things, such as "site 23 Dickson Street Canberra” all in the value, since the colon
gt cks?n character and other punctuation are ignored in the query.

reet,
Canberra"
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external-deduplication

The external-deduplication field can be used to search for items that have been deduplicated externally.

Examples
Query String Results
exter nal - Matches data items that have "External deduplication key" custom metadata field
de_dupl Ication: of text type with the value "original". 1/true/yes and Offalse/no are interpreted as
original boolean values, otherwise interpreted as text.
exter nal - Matches data items that have "External deduplication key" custom metadata field
dedupl i cation: of boolean type with the value true.
true
exter nal - Matches data items that have "External deduplication key" custom metadata field
dedupl i cation: of boolean type with the value true.
1
exter nal - Matches data items that have "External deduplication key" custom metadata field
dedupl i cation: of boolean type with the value true.
yes
exter nal - Matches data items that have "External deduplication key" custom metadata field
dedupl i cation: of boolean type with the value false.
fal se
exter nal - Matches data items that have "External deduplication key" custom metadata field
deduplication: of boolean type with the value false.
0
exter nal - Matches data items that have "External deduplication key" custom metadata field
dedupl i cation: of boolean type with the value false.
no

family

The family field can be used to search over the name, content; property names and values associated with
data items that were processed with this option in Evidence Processing Settings and returns only the
associated top-level item for any hits. This is a field that automatically searches over the family-content,
family-name and family-properties fields.

Example
Query String Results

fam |y: Bl oggs Matches top-level items which have a family item with Bloggs in any name, content,
property name or property value.
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family-content

The family-content field can be used to search over item contents associated with data items that were
processed with this option in Evidence Processing Settings, and returns only the associated top-level item
for any hits.

Example

Query String Results

famly- Matches all top-level items which have a family item containing the term "wow" in
cont ent : wow the text content.

family-names

The family-names field is associated with data items that were processed with this option in Evidence
Processing Settings and returns only the associated top-level item for any hits.

Example

Query String Results

famly-nanes:" Matches all top-level items which have a family item containing "Check this out"
Check this out" intheir name that were processed with this field setting.

family-properties

The family-properties field can be used to search over the property names and values associated with data
items that were processed with this option in Evidence Processing Settings, and returns only the
associated top-level item for any hits.

Examples

Query String Results

famly- _ Matches top-level items processed with this field setting, which have a family item
properties: with the name Bloggs in any property name or property value.

Bl oggs

famly- Matches top-level items processed with this field setting, which have a family item
properties:” which contain the value "Joe Bloggs" for the "Author" property. This actually

Aut hor Joe matches some other things, such as "Author Joe Bloggs" all in the value, since the
Bl oggs colon character and other punctuation are ignored in the query.

file-extension

The file-extension field can be used to search for files by their original extension.

Examples
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Query String Results

file-extension: Matches data items whose original file extension was "doc".
doc

file-extension: Matches dataitems which were identified as having a file extension when
* originally processed.

file-size

The file-size field can be used to search for files of a specific size (in bytes).

Examples
Query String Results
file-size:789 Matches all file sizes of 789 bytes.
file-size:[400 Matches all file sizes from 400 to 789 bytes.
TO 789]
file-size:* Matches all files with a size.
-file-size:* Matches all files without any size.
flag

The flag field can be used to search for items that were flagged by Nuix as being of a particular type when
processed.

Examples
Query String Results
flag: Matches all data items marked as having an irregular file
irregular _file_extension extension.
flag:inline Matches all data items marked as being displayed as a part of an
outer item. An example is an image inside an RTF document.
flag: partially_processed Indicates that the item's children were only partially processed.
Some children were explicitly skipped in the direction of the user.
fl ag: not _processed Indicates that the item was identified but not processed any

further.
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flag:text _not processed

fl ag: text _i ndexed

flag: text _not _i ndexed

flag: i mages_not _processed

flag:
i dentification_disabl ed

fl ag: poi son

flag:text _stripped

flag: audi ted

flag:top_|l evel

flag: not _top_I evel

flag:loose file

flag: not | oose file

fl ag: physical _file

fl ag: not _physical _file

Common fields

Indicates that the item's text was not processed. The item's
metadata was still processed.

If Process text option is disabled in Data Processing Settings,
the items are flagged with ‘flag:text_not_processed’ since Nuix 6.0.

Indicates the item's text aspect was obtained successfully and
indexed into the text index. The text aspect may have been
obtained via properly parsing the format or by text stripping the
binary content. Since Nuix 6.2.

Indicates the item's text aspect was not stored into the text index.
Either the item had no way to expose text for processing (for
example, it was a metadata only item, such as a call record), the
text wasn't processed, or an error occurred. The item's metadata
was still processed.

Indicates that the item's images were not processed.

Indicates that identification was disabled when the item was
processed.

Matches all data items that caused a critical error during
processing after several attempts.

Matches all data items whose text was achieved via text stripping
rather than normal text extraction methods.

Matches all data items marked to be audited for calculating the
total size for audited licences. These items would be exported in a
legal export.

Matches all data items marked as being top-level items.

Matches all data items marked as not being top-level items.

Matches all data items marked as loose files, which are the files
you would see, for example, in Windows explorer when browsing
a directory. Loose files within a disk image are also marked with
this flag.

Matches all data items marked as not being loose files.

Matches all data items marked as physical files, which are the
highest items in the data tree which contain binary. These will
correspond to the "real files" that were loaded into the case. As a
consequence, this can flag disk images and forensic containers
unlike the loose_file flag.

Matches all data items which have been marked as not being
physical files.
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flag:licence_restricted Matches all data items which have not been processed fully due to
a licence restriction.

fl ag: rel oaded Matches all data items which have been reloaded from source
data or a new binary file.

flag: _ ' ' Matches all data items which contain an immaterial item that has
suppressed_i mmat eri al _i tem not been exposed as a separate data item. This is only present
when the "Hide Immaterial Iltems" processing option is enabled.

flag: encrypted Matches all data items which were encrypted.

flag: decrypted Matches all data items that were encrypted but successfully
decrypted by Nuix.

Fl ag: del eted Matches items that were deleted, and recovered from slack space.

float-custom-metadata

The float-custom-metadata field searches over the decimal number custom metadata fields associated
with every item of data.

The wildcard character "*" can be used to match "any" in either field name or value. Partial wildcard
matching (e.g. "somePrefix") is not supported.

Examples
Query String Results
fl oat-custom Matches data items that have the decimal number custom metadata field
met adat a: " "kilobytes" with the value 0.4.

kil obytes": 0.4

fl oat-custom Matches data items that have the decimal number custom metadata field

met adat a: " "kilobytes" with any value.
ki | obytes": *

fl oat-custom Matches data items that have any decimal number custom metadata field with
met adata: *: 0. 4 the value 0.4.

fl oat-custom Matches data items that have the decimal number custom metadata field

met adat a: " "kilobytes" with a value between 0.3 and 1.5 inclusive.

kil obytes":[0.3

TO 1. 5]

fl oat-custom Matches data items that have any decimal number custom metadata field with
nmetadata: *:[0.3  avalue between 0.3 and 1.5 inclusive.

TO 1. 5]
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float-custom-metadata-exact

Same as float-custom-metadata except the search is faster and is performed case-sensitive over the field
name and value.

float-properties

The float-properties field can be used to search over the fractional number properties associated with data
items.

Example

Query String Results

fl oat - . Matches data items that have the fractional number property "horizontal pixel
properties:” size" with the value between 0.3 and 0.4.

hori zontal pixel
size":[0.3 TO
0. 4]

fuzzy-hash

The fuzzy-hash field can be used to search on the SSDeep fuzzy hash values of the data items. Fuzzy
hashes take the form blocksize:hashl:hash2 where blocksize is an integer, and hashl1 and hash2 are base-
64 strings.

A search can accept an optional minimum score supplied as an integer between 0 and 100 inclusive.
Moreover, a range of acceptable scores can be supplied.

Wildcard characters can be used in queries that do not contain a threshold score.

Examples
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Query String

fuzzy-hash: *

fuzzy-hash: "48:*"

fuzzy-hash: "48:
ZyYBUERADSI U77c

/T QxZ7YPuqgl 7LgB2X+c8HxM
ZI Em | j nYPulot M

fuzzy-hash: " 48:
ZyYBGUERADSI U77c

[ r XZ7YPuql 7LgB2X+c8HxM
ZI Em 1 j On?Pulot M

fuzzy-hash: "48:
ZyYB6UERAD3i U77c

[ r XZ7YPugl 7LgB2X+c8HxM
ZI Em | j nYPulot M 75"

fuzzy-hash: "48:
ZyYBUERADSI U77c

It QXxZ7YPuqgl 7LgB2X+c8HxM
ZIEM | j nYPulotM [ 75 TO
95] "

has-binary

Results

Matches all items that have a computed fuzzy hash value.

Matches all items with a fuzzy hash value computed with a block size
of 48.

Matches all items with the exact fuzzy hash value of 48:
ZyYBUERAD3IU77¢c/rQxZ7YPuql7LgB2X+c8HXxM:ZIEmIjQnYPulotM.

Matches all items with the 64 possible fuzzy hashes implied by the
wildcard character ?.

Matches all items that score at least 75 (out of 100) against the fuzzy
hash 48:ZyY6UERAD3IU77c/rQxZ7YPuql7LgB2X+c8HxM:
ZIEmlljQnYPulotM.

Matches all items that score between 75 and 95 (inclusive) against
the fuzzy hash 48:ZyY6UERAD3iIU77c/rQxZ7YPuql7LgB2X+c8HXM:
ZIEmIIjQnYPulotM.

The has-binary field is a Boolean field which can be used to search for items that could have binary data.
Items such as files and email messages have binary data while few types of items such as file folders
/directories, mail folders or folders inside compressed zip files lack binary data.

Examples

Query String Results

has- bi nary: 1

has- bi nary: 0

has-communication

Matches all items with binary data.

Matches all items without binary data.

The has-communication field is a Boolean field that can be used to search for items that have
communication-based data. This search matches items that are communication items, such as email or
instant messages, but not the items that are attached to, or associated with them. To search for
attachments, see the Communication Fields category.

Common fields
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Examples

Query String Results

has- Matches all items that contain communications fields (To, Cc, Bcc, From
conmuni cation: 1 fields).

has-

Matches all items that do not contain communication fields (To, Cc, Bcc, From
conmuni cation: 0 fields).

has-embedded-data

The has-embedded-data field is a Boolean field that can be used to search for items that could contain

embedded data. Using this search matches items that have the ability to contain embedded data. For
instance, it will match all directories even if a directory does not contain any file.

Note: This search will retrieve only the items that have the ability to contain embedded items, not the
embedded items.

Examples

Query String Results

has- enbedded-

Matches all items that could contain embedded items. This does not mean that the
data: 1

item does contain embedded items.

has- enbedded-

Matches all items that cannot contain embedded items.
data: 0

has-image

The has-image field is a Boolean field that can be used to search for items that contain image data.

Examples

Query String Results
has-i mage: 1 Matches all items that could contain images.
has-i mage: 0 Matches all items that cannot contain images.

has-printed-image

The has-image field tests if this item has a printed image. This field contains either 0 or 1 and thus similar
guery search as the has-binary field.
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has-stored

The has-stored field can be used to match items that have the stored data type specified by the query

below.
Examples
Query String Results
has- st ored: bi nary Finds all items that have stored binaries.
has- st or ed: pdf Finds all items that have stored PDFs.
has-stored:text Finds all items that have stored text.
has- st ored: t hunbnai |  Finds all items that have stored thumbnails.
has-text

The has-text field is a Boolean field that can be used to search for items that could contain text data. This
type of search does not imply the document has text, but rather just that the item type could contain text.

Examples

Query String Results

has-text:1 Matches all items that contain text.
has-text: 0 Matches all items that contain no text.

imaging-profile

The imaging-profile field is used to match items that have the imaging profile specified by the query.

Example

Query String Results

i magi ng-profile:"ny Finds all items that have the imaging profile specified by the
i magi ng profile" query.

integer-custom-metadata

The integer-custom-metadata field can be used to search over the whole number custom metadata fields
associated with data items.
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The wildcard character "*" can be used to match "any" in either field name or value. Partial wildcard
matching (e.g. "somePrefix") is not supported.

Examples
Query String

i nt eger - cust om
net adat a: "char
count ": 15234

i nt eger - cust om
nmet adat a: " char
count ":*

i nt eger - cust om
net adat a: *:
15234

i nt eger - cust om
nmet adat a: " char
count ": [ 14000
TO 16000]

i nt eger-custom
nmet adat a: " char
count": {14000
TO 16000}

i nt eger - cust om
nmet adat a: *:

[ 14000 TO
16000]

Results

Matches data items that have the whole number custom metadata field "char
count" with the value 15234,

Matches data items that have the whole number custom metadata field "char
count" with any value.

Matches data items that have any whole number custom metadata field with the
value 15234.

Matches data items that have the whole number custom metadata field "char
count" with a value between 14000 and 16000 inclusive.

Matches data items that have the whole number custom metadata field "char
count" with a value between 14000 and 16000 exclusive.

Matches data items that have any whole number custom metadata field with a
value between 14000 and 16000 inclusive.

integer-custom-metadata-exact

Same as integer-custom-metadata except the search is faster and is performed case-sensitive over the

field name and value.

integer-properties

The integer-properties field can be used to search over whole number properties associated with data

items.

Examples
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Query String

i nt eger -
properties:"char
count": 15234

i nt eger -
properties:"char
count":[14000 TO
16000]

item-date

Results

Matches data items that have the whole number property "char count” with
the value 15234.

Matches data items that have the whole number property “char count” with
the value between 14000 and 16000.

The item-date field can be used to search for an item by the date of the item. The date of the item will
generally be the communication date for items which are a communication item or the modified date for
other types of item. Items without a date inherit the date of their parent.

This field is most useful when used in conjunction with a range query.

Note: This field will only be present on cases created with Nuix version 3.0 and above. Using it in earlier
cases will not return any search result.

Examples:

Query String

item date:
20070101

i tem dat e:
[ 20070101 TO
20070131]

i tem dat e:

[ 20070101T093020
TO
20070131T093040]

item date:

[20070101T093020.

111 TO
20070131T093040.
222]

item-id

Results

Matches items with date of 1 January, 2007.

Matches items with date of January 2007.

Matches items with date of January 2007 between 9:30:20 AM and 9:30:40
AM, i.e. down to the second.

Matches items with date of January 2007 between 9:30:20.111 AM and 9:30:
40.222 AM, i.e. down to the millisecond.

The item-id field can be used to search for a short ID that is unique for the case.

Common fields
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Examples:

Query String Results

itemid: 11234 Matches the data item with the given id.

itemid:0-1- Matches the data item, contained in a compound case, with the given id. In this
1234 case, the item is within a hierarchy two levels deep.

item-number

The item-number field can be used to search over the item number fields associated with items that have
had them applied.

Item numbers are stored as text custom metadata, therefore you can perform wildcard searching like text-
custom-metadata but does not support range searching like integer-custom-metadata. The wildcard
character "*" can be used to match "any" number. Partial wildcard matching (e.g. "someNumberPrefix*") is
supported for numbers.

In simple cases, text is searched using an SQL style "LIKE" syntax, but with "*" instead of "%". Queries are

not tokenized as they are for text searching, rather SQL style phrase matching is used. In Elasticsearch

cases, queries are tokenized and searched in the same way as the text index and all searches are case-
sensitive.

Examples
Query String Results

i tem nunber : DOC- 123 Matches items that have the item number "DOC-123".
i tem number : DOC- 12*  Matches items that have item numbers starting with "DOC-12".
i tem nunber:*12345  Matches items that have item numbers ending with "12345".

i tem nunber: * Matches items that have any item number.

kind

The kind field can be used to search for items based broadly on the type of data they contain. This is
similar to using the mime-type field, but simpler to use.

The supported categories of kind types are:
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Kind Explanation

email Email messages

calendar Meetings, appointments and other things that appear on a calendar
contact Contacts, like virtual business cards

document Documents, mostly (but not entirely) word processor formats
spreadsheet Spreadsheets

presentation Presentations, also known as slide shows

drawing Vector drawings and diagrams

other-document Other types of document a user might create

image Bitmap (raster) images
multimedia Audio and video files
database Structured database files, such as Microsoft Access
container Data types which resemble directories, such as archives or mailboxes
system System files
unrecognised Files of a type not detected by the software
Example
Query String Results
ki nd: emai | Matches all email messages.
lang

The lang field can be used to match items that have been identified as containing text in specified
languages. The value is ISO 639-3 code. The full list of languages identified and their corresponding codes
can be found here.

Language type is identified during ingestion and is based on the majority language found in the text
content of the first 8 kb of items that are deemed to have usable text, for example, documents and
emails. Only the majority language found is recorded as the language although the item may contain
multiple languages.

Examples
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Query String Results

| ang: eng Matches all items that contain English text.
l'ang: j pn Matches all items that contain Japanese text.

l'ang: (rus OR ukr) Matches all items that contain Russian or Ukrainian text.

location-2d

The location-2d search field matches items which have Latitude and Longitude properties within the
specified geographical perimeter. This field only supports geodi st ance queries in the form below. The
first 2 parameters are latitude and longitude (in degrees) followed by distance in kilometers.

Examples
Query String Results

| ocati on- 2d: GEODI STANCE Matches items that are within 10 km from point 50N 20E.
((50.0 20.0) 10.0)

| ocati on-2d: GEQDI STANCE Matches items that are within 10 km from point 50N 20E.
((50N 20. 0E) 10km)

| ocati on-2d: GECDI STANCE Matches items that are within 3.14 miles from point -33.856784

((-33.856784 151.215737.
151. 215737) 3.14m)

md5, md5-original, md5-latest, sha-1, sha-1-original, sha-1-latest,
sha-256, sha-256-original, sha-256-latest (digests)

Digest fields, md5, md5-original, md5-latest, sha-1, sha-1-original, sha-1-latest, sha-256, sha-256-original,
sha-256-latest can be used to search across the digests of items.

These fields can be used to find data items with content identical to other items in the same data set, and
also items outside the data set.

Note: Due to the nature of digests, queries on these fields may return data items that are not actually
identical to the data item for which you are looking. This is mostly applicable to email items because only a
subset of email data is used to generate the digest.

By default, Nuix Workstation will compute digests only on files less than 256MB in size for faster
processing unless this value is increased in Evidence Processing Settings on ingestion. If the value is not
increased, items over 256MB will have a null digest value.
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Digests supported by Nuix Workstation have lengths as detailed in the following table. The number of
hexadecimal digits represents how many digits will come after the colon when using this field in a search
query.

Digest Bits Hexadecimal Digits
md5 128 32
md5-original

md5-latest

sha-1 160 40

sha-1-original

sha-1-latest

sha-256 256 64
sha-256-original

sha-256-latest

Note:

When an item is reloaded, the latest value is stored in the "-latest" field as well as its "active" field (that
is, md5, sha-1, and sha-256).

When an item is updated using File Import Import Replacement Files, the -latest field will be unchanged
but its active field will be updated.

Tip: Wildcard searching is possible with digest identifiers.

Examples
Query String Results
md5: Matches all items with the md5 digest

678467f 81cf 6275822396e8f ab08df 31
"678467f81cf6275822396e8fab08df31".

nd5: 678* Matches all items with the md5 digest
that contains the digits “678”

anywhere in the digest identifier.

Common fields 50



nmd5- ori gi nal : Matches all items with the
678467f 81cf 6275822396e8f ab08df 31

md5 digest "678467f81cf6275822396e8fab08df31"
when the item is loaded for the first time.

nmd5- | at est : Matches all items with the md5 digest

678467f 81cf 6275822396e8f ab08df 31
"678467f81cf6275822396e8fab08df31"

after the item is reloaded.

sha- 1: 354d8b33aa5laed2a7f ch8 Matches all items with the sha-1 digest
ad5476a5d5ede8bb2a
"354d8b33aa5laed2a7fch8ad5476a5d5ede8bb2a”.
sha- 1-ori gi nal : Matches all items with the
354d8b33aa5laed2a7f cb8
ad5476a5d5ede8bb2a sha-1 digest "354d8b33aa51aed2a7fch8
ad5476a5d5ede8bb2a"

when the item is loaded for the first time.

sha-1-1 atest: Matches all items with the
354d8b33aa5laed2a7f cb8
ad5476a5d5ede8bb2a sha-1 digest

"354d8b33aa5laed2a7fcb8ad5476a5d5ede8bb2a"
after the item is reloaded.

sha- 256: Matches all items with the
59836db73f 6bc16f 524050bl1casbb77f 5
1305f 63f €6803918916b1b9cd4b8f 347  sha-256 digest

"59836db73f6bc16f524050b1ca5b77f51
305f63fe68b3918916b1b9cd4b8f347" .

sha- 256- ori gi nal : Matches all items with the
59836db73f 6bc16f 524050b1ca5b77f5
1305f 63f €68b3918916b1b9cd4b8f 347  sha-256 digest

"59836db73f6bc16f524050b1ca5b77f5
1305f63fe68b3918916b1b9cd4b8f347"

when the item is loaded for the first time.
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sha- 256-1 at est : Matches all items with the
59836db73f 6bc16f 524050b1ca5b77f5

1305f 63f €68b3918916b1b9cd4b8f 347 sha-256 digest "59836db73f6bc16f524050b1ca5h77f5
1305f63fe6803918916b1b9cd4b8f347"

after the item is reloaded.

mime-type

The mime-type field can be used to search on specific MIME types. This field is the more advanced
alternative to the kind field and allows you to select more specific types of items in your query.

Examples
Query String Results

m nme-type: Matches all RFC 822 email messages.
nmessage
/rfc822

m me-type: Matches all Outlook email messages.
appl i cation/

vnd. ns-

out | ook- not e

m me- t ype: Matches all Outlook data items.

appl i cati on/

vnd. ns-

out | ook*

mi me-type: Matches all Microsoft Office documents (and potentially documents from a few
appl i cation/ other Microsoft applications).

vnd. ns- *

m me-type: Matches all images (some image types, however, may have different MIME types,
i mage/ * for instance Adobe lllustrator does not fall into this category).

nm me-type: */ Matches all files in Microsoft proprietary formats.

vnd. ns- *

mime-type-tag

The mime-type-tag field can be used to search based on the kind of data they contain. This is similar to
using the kind field, but item types can have multiple tags, whereas they can only have one kind.

Available tags are:
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http://vnd.ms
http://vnd.ms
http://vnd.ms

Tag
br owser -
bookmar k-entry

br owser - cache-
entry

br owser -
downl oad-entry

br owser -
hi story-entry

br owser -
short cut s-
entry

chat -
conversation

chat - nessage

conpr essed-
archive

dat abase-r ow

dxl -item

emai | -archive

emai | -
exportabl e

excel

expensi ve-
retrieval

googl e-dri ve

i mat eri al -
unl ess-| oose

| oad-file

Common fields

Explanation

A browser bookmark entry.

A browser cache entry.

A browser download entry.

A browser history entry.

A browser shortcut entry.

A chat conversation.

A single chat message.

An item that is a compressed archive (ZIP, RAR, CAB, etc).

An item that is a row of a database.

A Lotus Notes DXL item.

An item that is restricted to email archive examiner licences.

An item that is exportable to email formats (e.g. MSG, EML, PST, etc.)

An item that is equivalent to an Excel spread sheet.

Tags items whose children should be read once and cached or inlined to avoid
expensive re-reads, e.g. to avoid downloading an item over the network.

A Google Drive related item.

An item that should always be considered immaterial unless it is a loose file.

A load file.
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| oad-file-item A load file item.
| og-entry An entry in a log file.

| ogi cal - A logical forensic image.
forensi c-i mage

| oose-file- An item that is not considered as being a loose file itself, but which contains loose
cont ai ner files.
mai | box An item that is a mailbox.

mai | box-fol der  Anitem that can be treated as simple directory or branch.

mapi -item A Microsoft Mail APl (MAPI) item.
nobi | e- A backup of a mobile device.
forensic-

backup

nobi | e- A forensic image of a mobile device.

forensi c-i mage
not e A note taking note, e.g. Evernote note, OneNote note, etc.

physi cal -di sk- A physical disk image.

i mage

physi cal - A physical forensic container.
f or ensi c-

cont ai ner

pdf-item An Adobe PDF item.
realtinme An item that is real time data.

server-account  An account on a server.
server-fol der A folder on a server.
sglite An SQLite database.

t ask A task item.
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t hunbnai | - A thumbnail container item.

cont ai ner

uses-inline- An item that has children that could be inline or not inline, depending on the inline
flag flag.
Example

Query String Results

m me-type-tag: chat - message Matches all chat messages.

modifications

The modifications field can be used to search for items that have been modified since their initial ingestion.

Examples
Query String Results
nodi fi cati ons: Matches all data items which have had their text updated, for example,
t ext _updat ed images that are processed using OCR.
nmodi fi cati ons: Matches all data items which have been reloaded since the initial load.
rel oaded
name

The name field can be used to search specifically on the file name of the item, or in the subject of email
messages.

Examples

Query String Results

name: " Check Matches items with the phrase "Check this out" somewhere in the file name,
this out” including email items with the phrase somewhere in the subject.

named-entities

The named-entities field can be used to search for items that contain a specified named entity. This field
is only present for items that have been ingested with this option turned on in Evidence Processing section
of Nuix.

Examples
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Query String Results

named-entities:ip-address;* Matches all items that contain an IP address.

naned-entities:emnil ;* Matches all items that contain an email address.

nlp
The nlp field can be used to search over all the nlp fields associated with every item of data. Each nlp field
is a key-value pair where the key is in the following format:

nmodel . nodel Nane. [t ype. t ypeNane] . propert yNane

The keys are case insensitive. The key always starts with the word "model" followed by the model name,
then by zero or more pairs of type and name (always in pairs), and followed by the property name at the
end.

The nlp property value of type text is case insensitive only on Elasticsearch cases, similar to text-custom-
metadata-exact.

The wildcard character "*" can be used to match "any" type name. If partial wildcard matching is used for a
property value (for example, "somePrefix*") then the application searches only property text fields.

Examples
Query String Results
nl p: nodel . Matches items that have the NLP model "defaultModel" and dictionary "Business"
def aul t Model . with the "indexed" value equals true.
gl ctionary. Tip: Every node contains the indexed:true property and can be used to find
usi ness.

! nodes.
i ndexed: true

nl p: nodel . Matches items that have the NLP model "defaultModel" with the "language"
def aul t Model . property "English".

| anguage:

Engl i sh

nl p: nodel . Matches items that have the NLP model "defaultModel" with the "language”
def aul t Mbdel .

| anguage: Eng*

property matching "Eng*" (partial wildcard).

nl p: nodel . Matches items that have the NLP model "defaultModel" and dictionary "Business"
def aul t Model . containing a "proximity" value of 0.4.

dictionary.

Busi ness.

proximty:0.4
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nl p: nodel . Matches items that have the NLP model "defaultModel" and dictionary "Business"
def aul t Model . containing a "proximity" value between 0.3 and 0.4 inclusive.

dictionary.

Busi ness.

proximty:[0.3

to 0.4]

nl p: nodel . Matches items that have the NLP model "defaultModel" and dictionary "Business"
def aul t Model . containing a "proximity” value between 0.3 and 0.4 exclusive.

dictionary.

Busi ness.

proximty:{0.3

to 0.4}

nl p: nodel . Matches items that have any NLP model "defaultModel" and any type of
def aul t Model . dictionary with an "indexed" value equals true.

dictionary. *.

i ndexed: true

nl p: nodel . *. Matches items for any NLP model with any dictionary containing a "proximity

dictionary. *. value of 0.12.
proximty:0.12

nl p: model . Matches items with dictionary risk name 'Banking' and a 'riskValue' of 0 tol.
def aul t Model .

risk.

Cl assifierRisk.

ri skType.

Di ctionaryRi sk.

ri skNane.

Banki ng.

riskValue:[0

TO 1]

nl p: " nodel . Matches items with entity risk name 'IT Information' and a 'riskValue' of O to1.

def ?Ul t Model . (Note: Names with spaces require "quotation marks)
risk.

entityRi sk.

ri skType.it

i nformati on.
riskValue":[0
TO 1]

nl p: nodel . Matches items with summary risk name "MaxRisk" and a value of 0 to 1.
def aul t Model .

risk.

sumar yRi sk.

MaxRi sk: [0 TO

1]
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path-kind

The path-kind field can be used to match items where one of the ancestors of the item contains the
specified kind of data. This is similar to using the path-mime-type field, but simpler to use. This can be
useful if you know that the items you are searching for are inside a certain kind of data.

Example

Query String Results

pat h- ki nd: Matches all items which are inside documents such as word processor
docunent documents and PDFs.

path-mime-type

The path-mime-type field can be used to match items where one of the ancestors of the item has the
provided MIME type. This can be useful if you know that the items you are searching for are inside a
certain kind of data.

Examples
Query String Results

pat h-m nme-type: Matches all email attachments as well as files contained in those attachments.
message/ rfc822  This also matches emails sent as attachments of another email.

pat h-mi me-type: Matches all items contained within Microsoft documents.
appl i cati on/
vnd. ns-*

path-mime-type-tag

The path-mime-type-tag field can be used to match items where one of the ancestors of the item is of a
type with the provided tag. This search field can be used when your search is inside a certain kind of data.

Example
Query String Results

pat h- ki nd: chat - conver sati on Matches all items which are inside chat conversations.

path-name

The path-name field can be used to match items where one of the ancestors of the item has the specified
name. This can be useful if you know that the items you are searching for are inside items with a certain
name.

Examples
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http://vnd.ms

Query String

pat h- name:

Docunent s

and

Set ti ngs/ usernane”

pat h- nane:

pst

pat h- nane:

del et ed.

doc

photo-dna

Result

Loosely matches files underneath a specific Windows user's Documents
and Settings directory.

Loosely matches emails within a PST file called deleted.pst.

Loosely matches items that were inside Word documents.

The photo-dna field searches on the PhotoDNA robust hash values of image items. PhotoDNA hashes are
represented as base-64 strings. A search can accept an optional minimum score supplied as an integer
between 0 and 100 inclusive. A range of acceptable scores can be supplied.

Wildcard characters can be used in queries that do not contain a threshold score.

Note: Since PhotoDNA hashes are long, for brevity we use the variable hash in some of the ensuing

examples.
Examples

Query String

phot o- dna:

phot o- dna:

phot o- dna:

phot o- dna:

TO 95]"

phot o- dna:

TO 95} "

abc*

"hash; 75"

"hash; [ 75

"hash; {75

print-method

Results

Matches all image items that have a computed PhotoDNA hash value.

Matches all image items PhotoDNA hash beginning with "abc".

Matches all image items that score at least 75 (out of 100) against the
value hash.

Matches all image items that score between 75 and 95 (inclusive)
against the value hash.

Matches all image items that score between 75 and 95 (exclusive)
against the value hash.

The print-method field can be used to search for items that are stored as PDF, based on how the PDF was

created.

This is a useful method to identify items that have been printed in a less than ideal fashion so that PDFs
can be regenerated or custom PDFs can be substituted for these items.

Common fields
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Examples

Query String Results

print-method: printed Matches items that were properly printed to PDF.

print- et hod: Matches items that had their text converted to PDF without formatting
text _converted it.

pri nt - met hod: Matches items that had their PDF imported by a user, or a script run

i mported_by_user by a user.

pri nt - nmet hod: Matches items that were given a slipsheet by a user, or a script run
slip_sheet by user by a user.

pr I nt - met hod: _ Matches items that generated a slipsheet because they were

sl i psheet _unprintable unprintable either because the type was not supported or it was

explicitly disabled through print options.

pri nt - nmet hod: Matches items that generated a slipsheet because they were
sl i psheet _encrypted encrypted.
print - met hod: Matches items that generated a slipsheet because they failed to print

slipsheet_error_printing due toan error occurring during printing.

printed-image-page-count

Matches items that have stored PDF and page count within the given range.

Examples

Query String Results

printed-image- page- Matches items that have stored PDF and page count within the range
count:[1 to 10] from 1 to 10.

properties

The properties field can be used to search for property names and associated values for every
item. Properties are stored as a text string, therefore, use quotes to correctly identify a specific field and
value pair as a match.

Examples
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Query String

properti es:

Bl oggs

properties:"”

Aut hor :
Bl oggs"

shannon-entropy

Joe

Results

Matches data items with the name Bloggs in any property name or property value.

Matches data items that contain the value "Joe Bloggs" for the "Author" property.
This also matches "Author Joe Bloggs" in the value because the colon character
and other punctuation are ignored in the query.

The Shannon Entropy field is used to find data items that contain no data. It contains values between 0.0
and 8.0 where items with a value close to zero will have little or no data stored, and items with a value
close to eight show high information content stored, relative to their length.

This can be every byte of the sample value, such as 00. It can also be used to search for JPEGs, ZIPs and
other compressed data, and encrypted data, which will all have a high entropy value (tending to be closer

to 8 than 0).

Examples

Query String

shannon- ent r opy: *

shannon- entr opy: O

shannon-entropy:[5 TO

7.9]

skintone

Results

Matches all items that have a computed Shannon Entropy value.
Matches all items with a Shannon Entropy value of zero.

Matches all items with a Shannon Entropy value between 5 and 7.9
inclusive.

The skintone field can be used to search for image items with a skintone score within a specified range.
This search only works on items where the skintone analysis option was selected in the Evidence
Processing Settings during ingestion.

The skintone filter uses the following ranges.

Level

Severe
High
Medium

Low

Examples

Common fields

Lower Range Upper Range

0.50

0.20

0.05

0.00

1.01

0.50

0.20

0.05
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Query String Results

skintone:[0.00 TO 0.05] Matches all data items with Low skin tone values.

skintone:[0.20 TO 1. 01] Matches all data items with Severe or High skin tone values.

text-custom-metadata

The text-custom-metadata field can be used to search over the text custom metadata fields associated
with data items. The wildcard character "*" can be used to match "any" in either field name or value. Partial
wildcard matching (e.g. "somePrefix") is supported for values but not field names.

Examples
Query String Results
text-custom Matches data items that have the text custom metadata field "author" with
met adat a: aut hor : " the value "Joe Bloggs".
Joe Bl oggs”
text-custom Matches data items that have the text custom metadata field "author" with
met adat a: aut hor : * any value.
text-custom Matches data items that have any text custom metadata field with the
net adat a: *: " Joe value "Joe Bloggs".
Bl oggs”
t ext - cust om Matches data items that have any text custom metadata field with a value
met adat a: *: Joe* starting with "Joe".

text-custom-metadata-exact

Same as text-custom-metadata except the search is faster and is performed case-sensitive over the field
name and value.

top-level-item-date
The top-level-item-date field can be used to search for items by the item-date of their top-level item.

Note: This field will only be present on cases created with version 6.2 and above. Using it in earlier cases
will return no search results. Items above the top-level will never be returned as matches.

Examples
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Query String Results

top-level -item dat e:

Matches top-level items with an item-date of 1 January, 2007 and their
20070101

associated family items.

top-1level -itemdat e:
[ 20070101 TO
20070131]

Matches top-level items with an item-date of January 2007 and their
associated family items.
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Annotation fields

Nuix Annotation fields contain information added by investigators or reviewers.

automatic-classifier | cluster | comment | custodian | document-id | exclusion | export-rules-applied | faces |
face-confidence | has-comment | has-custodian | has-exclusion | has-item-set | has-print-preview | has-
print-preview-markup | has-production-set | has-tag | is-item-original | item-set | item-set-batch | item-set-
duplicates | item-set-originals | markup-set | number-valid | print-preview | production-set | production-set-
guid | scored | score-confidence | tag

automatic-classifier

The automatic-classifier field can be used to search for items associated with the given automatic
classifier. The parameters are classifier, classifier subset, and classification. They are separated by
semicolons and are all optional. If a parameter is omitted it is treated as a "match all” filter.

Available options for classifier subset are training, automatically-classified and skipped. Additionally, auto
can be used as an alias for automatically-classified.

Examples
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Query String Results

aut omati c- Matches items which have been marked as relevant training items for the
classifier:" classifier "classifier1".

classifierl,

t rai ni ng;

rel evant”

aut omati c- Matches all items which have been automatically classified by the classifier
classifier:" "classifier1" regardless of classification.

classifierl;
aut omati cal | y-
cl assified"

aut omati c- Matches all items which have been identified as irrelevant by the classifier
classifier:" "classifierl”, that is, both training items and automatically classified items.
classifierl;;

irrel evant”

automati c- Matches all items which have been automatically classified as relevant
classifier:"; regardless of the classifier used.

aut omatical |l y-
cl assified;
rel evant"

aut omati c-
classifier:";
auto; rel evant"

aut omati c- Matches all items which form any part of any automatic classifier.
classifier:";;"

cluster

The cluster field can be used to search for items that have been clustered using up to three parameters.
The parameters are cluster run name, cluster name and pivot status. They are separated by semicolons
and are all optional. If a parameter is omitted, it is treated as a "match all" filter.

Examples
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Query String

cluster:
i nvestigation23

cluster:inv*

cluster:
i nvestigation23;
568

cluster:
i nvestigation\ 23;
568

cluster:"
i nvestigation 23;
568"

cluster:
i nvestigation23;
568; pi vot

cluster:
i nvesti gation23;;
pi vot

cluster:;; pivot
cluster:*

cl uster: foobar;
uncl ust er ed

cl uster: foobar;
i gnor ed

comment

Results

Matches items which have been clustered during the cluster run
"investigation23".

Matches items which have been clustered during a cluster run beginning
with "inv".

Matches items belonging to the 568th cluster in cluster run “investigation23".

Matches items belonging to the 568th cluster in cluster run “investigation
23"

Matches the pivot item of the 568th cluster in cluster run “investigation23".

Matches all the pivot items in cluster run "investigation23".

Matches all the pivot items in any cluster run.
Matches all items in any cluster run.

Matches items that did not cluster during cluster run "foobar" despite being
eligible to exist in a cluster.

Matches items that were ignored during cluster run "foobar" because they
were ineligible to exist in a cluster.

The comment field can be used to search for text stored in the comments field by users. The text string
used for searching is automatically treated as a match on characters rather than a whole word or, in other
words, like a multi-character wild card has been used either side for the search term.

Example

Annotation fields
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Query String Results

coment : bank Matches items containing the word "bank" in the comments field, as well as items
containing the words "banking" and "embank" in the comments field.

custodian

The custodian field can be used to search for items that have been assigned to a specific custodian.

Examples

Query String Results

cust odi an: " Finds all items that have been assigned to "Bob".

Bob"

cust odi an: " Finds all items that have been assigned to a custodian with a reference name
Hi gh*" starting with "High".

document-id

The document-id field can be used to match all items that have the specified document id that was created
by a production set.

Examples
Query String Results
docunent - i d: DOC- Finds any items that have the document ID "DOC-00001".
00001
docunent - i d: DOC- Finds any items with a document ID that start with, or match, "DOC-00001",
00001~ such as "DOC-000012232".
docunent -i d: [ DOC- Finds any items with a document ID that have the prefix "DOC" and are
00001 TO DOC- numbered, ignoring padding, from 1 to 3.
00003]
docunent -i d: [ DOC- Matches the same items as the query above, as padding is ignored and 4 is
1 TO DOC- 4} explicitly excluded with '}'.
exclusion

The exclusion field can be used to match items that have been excluded by the given exclusion name.

Examples
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Query String Results

excl usi on: " ny Finds all items that have been excluded under "my exclusion”.

excl usi on"

_excl usi on: " Finds all items that have been excluded with an exclusion name starting
irrelevant *" with "irrelevant".

export-rules-applied

The export-rules-applied field can be used to match all items assigned to any production set based on
whether they have export rules applied.

Examples
Query String Results
export-rul es-applied:true Finds all items assigned to any production set with export
rules applied.
export-rul es-applied:fal se Finds all items assigned to any production set without
export rules applied.
export-rul es-applied:true: Finds all items assigned to the production set that has
Sbcalb8cf caa4896915f 685d6a873eaf GUID 5bcalb8cfcaad896915f685d6a873eaf with export
rules applied.
faces

The faces field can be used to match items with a specified number of detected faces or a specified range
of detected faces.

Examples
Query String Results
faces: 4 Matches items which have exactly 4 detected faces.

faces:[3 TO 6] Matches items which at least 3 and no more than 6 detected faces.

faces:[5 TO *] Matches items that have 5 or more detected faces.

face-confidence

The face-confidence field can be used to match items with detected faces using a single confidence value
or a range of confidence values.
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Note: This query will only work if face detection was selected during initial processing.

The detected face filter uses the following ranges.

Level Lower Range Upper Range

High 30 *

Medium 10 29

Low 1 9
Examples

Query String Results

face-confidence: Matches items that have at least one detected face possessing a confidence
15 value of exactly 15.

face-confi dence: Matches items that have at least one detected face possessing a confidence
[20 TO 39] value between 20 and 30 (inclusive).

face-confi dence: Matches items that have at least one detected face possessing a confidence
{20 TO 35} value between 20 and 30 (exclusive).

face-confidence: Matches items that have at least one detected face possessing a confidence
[40 TO *] value greater than or equal to 40.

face-confidence: Matches items that have at least one detected face possessing a confidence
[* TO 30] value less than or equal to 30.

face-confidence:* Matches items that have at least one detected face possessing any
confidence value.

has-comment

The has-comment field searches for the existence or absence of any comments made by investigators.

Examples
Query String Results

has-comment: 1  Matches items that have an associated comment.

has-conment : 0  Matches items that do not contain a comment.
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has-custodian

The has-custodian field is a Boolean field that can be used to match all items that have been assigned to
any custodians.

Examples
Query String Results

has-custodi an: 1 Finds all items assigned to any custodian.

has- cust odi an: 0  Finds all items not assigned to any custodian.

has-exclusion

The has-exclusion field is a Boolean field that can be used to match all items based on whether they have
any exclusions.

Examples
Query String Results

has-excl usion: 1 Finds all items that have been assigned to an exclusion.

has-excl usion: 0 Finds all items that have not been assigned to an exclusion.

has-item-set
The has-item-set field matches all items based on whether they are or are not assigned to any item set.

Examples
Query String Results

has-itemset:1 Finds all items assigned to any item set.

has-itemset: 0 Finds all items not assigned to any item set.

has-print-preview

The has-print-preview field matches all items that have a print preview as part of any production set.
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Query String Results

has-print-preview 1 Matches all items that have a print preview within any production set.

has-print-preview 0 Matches all items that do not have a print preview within any production set.

has-print-preview-markup
Matches all items based on whether they have a print preview as part of any production set.

Examples
Query String Results

has-print-preview 1 Matches all items that have a print preview within any production set.

has-print-preview 0 Matches all items that do not have a print preview within any production set.

has-production-set

The has-production-set field is a Boolean field that can be used to match all items based on whether they
are assigned to any production set.

Examples
Query String Results

has- production-set:1 Finds all items assigned to any production set.

has- production-set:0 Finds all items not assigned to any production set.

has-tag

The has-tag field is a Boolean field that can be used to search for the presence of tags on data items.

Examples

Query String Results

has-tag: 1 Matches items that have been tagged.
has-tag: 0 Matches items that are not tagged.
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Is-item-original

The is-item-original field is a Boolean field that can be used to match all items that are deemed to be
originals after deduplication in any item set.

Examples
Query String Results
is-item Matches all items that were deemed originals in any item set.

original:1

is-item Matches all items that were not deemed originals in any item set. This includes
original:0 duplicates in all sets and items not in any item set.
item-set

The item-set field can be used to match items that are assigned to the specified item set in the named
batch using up to three parameters separated by a semicolon.

Examples

Query String Results

itemset:"Item Set 1" Finds any items are assigned to the set "ltem Set 1".
itemset:" Finds any items are assigned to the set with the GUID

5bcalb8cf caa4896915f 685d6a873eaf " 5hcalb8cfcaad896915f685d6a873eaf.

item-set-batch

The item-set-batch field matches all original or duplicate items that are assigned to the specified item set in
the named batch. This field takes two or three parameters separated by a semicolon:

® the set name or GUID,
® optionally "originals" for original items or "duplicates" for duplicate items, and
¢ the name of the batch load.

Examples
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Query String

itemset-batch:"Item Set 1;I oad
lll

itemset-batch:"ltem Set 1;
originals;load 1"

itemset-batch:"ltem Set 1;
duplicates;load 1"

item set-batch:"

5bcalb8cf caa4896915f 685d6a873eaf ;

| oad 1"

item set-batch:"

5bcalb8cf caa4896915f 685d6a873eaf ;

originals;load 1"

item set-batch:"

5bcalb8cf caa4896915f 685d6a873eaf ;

duplicates;load 1"

item-set-duplicates

Results

Finds all items that are assigned to the set "Item Set 1"
in the “load 1" batch.

Finds all items that are assigned to the set "ltem Set 1"
in the “load 1" batch.

Finds all duplicate items that are assigned to the set
"Item Set 1" in the "load 1" batch.

Finds all items that are assigned to the set with GUID
5bcalb8cfcaa4896915f685d6a873eaf in the "load 1"
batch.

Finds all original items that are assigned to the item set
with GUID 5bcalb8cfcaad48969151685d6a873eaf in the
"load 1" batch.

Finds all duplicate items that are assigned to the set with
GUID 5bcalb8cfcaa4896915f685d6a873eaf in the "load
1" batch.

The item-set-duplicates field can be used to match all items that are assigned to the specified set as

duplicates.

Examples

Query String

itemset-duplicates:"ltem Set 1"

itemset-duplicates:"

5bcalb8cf caa4896915f 685d6a873eaf "

item-set-originals

Results

Finds any items that are assigned to the set "ltem Set 1"
that were deemed to be duplicates.

Finds any items that are assigned to the set with GUID
5bcalb8cfcaad896915f685d6a873eaf that were deemed
to be duplicates.

The item-set-originals field can be used to match all items that are assigned to the specified item set as

originals.

Examples

Annotation fields
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Query String Results

itemset-originals:"ltem Set 1" Finds any items that are assigned to the set "ltem Set 1"
that were deemed to be originals.

itemset-originals:" Finds any items that are assigned to the set with GUID

Sbcalb8cf caa4896915f 685d6a873eaf " 5hcalb8cfcaad896915f685d6a873eaf that were deemed
to be originals.

markup-set

The markup-set field can be used to search for items that have markups stored against them.

Examples
Query String Results

mar kup-set : first Matches items which have markups stored in markup set "first".

mar kup-set: " Matches items which have markups stored in a markup set with a name that
general public" includes spaces, in this case, "general public".

number-valid

The number-valid field matches all items assigned to any production set depending on whether the
document numbering is valid.

Examples
Query String Results
nunber-valid:true Finds all items assigned to any production set with valid
document numbering.
nunber -val i d: fal se Finds all items assigned to any production set with invalid
document numbering.
nunber-val i d: true: Finds all items assigned to the production set that has

5bcalb8cf caa4896915f 685d6a873eaf GUID 5bcalb8cfcaad896915f685d6a873eaf with valid
document numbering.

print-preview
Matches all items that have a print preview within the production set GUID or name.

Examples
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Query String Results

print-preview Matches any items that have a print preview within the production set that has
2b09b47c- ef c8- GUID "2b09b47c-efc8-11e0-a03f-8d0a4924019b".

11e0- a03f -

8d0a4924019b

print-preview" Matches any items that have a print preview within the production set named
Er oduction Set "Production Set 1".

production-set

The production-set field can be used to match all items that are assigned to the specified production set.

Examples

Query String Results

production-set:" Finds any items are assigned to the production set "Production
Production Set 1" Set 1".

production-set-guid

The production-set-guid field can be used to match all items assigned to the specified production set
based on its GUID.

Examples

Query String Results

producti on-set - Finds any items are assigned to the production set that has GUID
gui d: 2b09b47c- "2b09b47c-efc8-11e0-a03f-8d0a4924019b".

ef c8-11e0- a03f -

8d0a4924019b

scored

The scored field can be used to search for “scored” or predicted items by an automatic classifier against a
specific classification. This matches both training items and automatically classified items. This field can be
used with two parameters: classifier and classification. Both parameters are optional and separated by a
semicolon. The omitted parameter(s) is treated as a “match all” filter.

Examples
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Query String Results

scored: "classifierl, Matches items that have been scored as relevant by the classifier
rel evant” "classifierl".

scored: classifierl Matches all items which have been scored by the classifier "classifier1"
regardless of classification.

scored: ; rel evant Matches all items which have been scored as relevant regardless of the
classifier used.

score-confidence

The score-confidence field can be used to match items that have a score confidence (or prediction
confidence) created by an automatic classifier in the specified range. This matches both training items (if a
model has been built), and automatically classified items.

The minimum confidence for an item is 0.5, therefore there will be no matches below this value. Score
confidence does not discriminate by classifier name, so you would need to combine it with the automatic-
classifier search field in your search string if you want to limit it to one classifier only.

Example

Query String Results

score-confidence:[0.5 Matches all data items with a confidence score between 0.5 and 0.6
TO 0. 6] inclusive.
tag

The tag field can be used to search for a specific tag created by a user. If the tag name has any spaces,
such as Not Relevant, it must be enclosed in double-quotes. You can also use a minus sign (-) in front of

the tag field to exclude a tag from a search. All tags that exist as part of a nested structure, should be
separated by the "|" when searching.

Examples
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Query String Results

tag: Matches items that have been tagged with the tag named pornography.

Por nogr aphy

tag: " Not Matches items that have been tagged with the tag named not relevant.

Rel evant "

tag:t op* Matches items which have been tagged with a tag beginning with ‘top’, or any sub-
tags of such tags.

tag: "top|*" Matches items tagged under a top-level tag named “top”.
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Communication fields

Communication fields are fields such as To, Cc, Bcc, and From, which are related to message type files
such as emails. The data in these fields can be searched with the use of communication fields.

Note: The To, Cc, Bcc, and From fields in Nuix are extracted from the message transport headers, and
therefore do not have a direct item level metadata property correlation.

address | to, cc, bcc | comm-date | from | recipient | recipient-count | sender

address

The address field can be used to search for any address contained within a communication which matches
the pattern. The string used for searching will only match the complete email address and will not match

just the personal part of the address.
It is case sensitive in versions below 6.0.4.

Example

Query String Results

address: user @ Matches items inside messages sent to or received by user@hotmail.com.

hot mai | . com
Note that this won't match user@hotmail.com.au or User@Hotmail.com

to, cc, bcc

The to, cc, and bcc fields can be used to search for items contained within a communication sent to an
address that matches the pattern. The string used for searching may be a partial address.

The fields maintain a meaning that is the same as that used in email:

® to: direct recipient

® cc: carbon copy
® pbcc: blind carbon copy (copied, but unknown to all recipients)

Examples
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http://hotmail.com
mailto:user@hotmail.com
mailto:user@hotmail.com.au
mailto:User@Hotmail.com

Query String Results

to: exanpl e Matches all messages sent to user@example.com, or example@anywhere.com.

cc:"user@ Matches all messages carbon copied to user@example.com, or addresses like
exanpl e. cont another.user@example.com.

to-mail - Matches items inside messages sent to the example.com domain. This search will

domai n: only match this exact domain, so sub-domains will not be returned.
exanpl e. com

to-mail - Matches items inside messages sent to user@hotmail.com.
addr ess: user @
hot mai | . com

to:"user@ Matches items inside messages sent to user@example.com, or another.
exanpl e. cont user@example.com, or user@example.com.au.
comm-date

The comm-date field can be used to search for an item by the date of the communication which is
contained in it. This field is only of practical use in conjunction with a range query.

Examples
Query String Results
comm dat e: 20070101 Matches items that are inside a top-level communication which was sent
on 1 January 2007.
commdat e: [ 20070101 Matches items that are inside a top-level communication which was sent
TO 20070131] on January 2007.
from

The from field can be used to search for items contained within a communication sent from an address
that matches the pattern. The string used for searching may be a partial address.

Examples
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mailto:user@example.com
mailto:example@anywhere.com
http://example.com
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mailto:user@hotmail.com
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mailto:user@example.com.au

Query String

from exanpl e

from"user@
exanpl e. cont

frommil -
addr ess: "user @
hot mai | . cont'

frommil -
domai n: " exanpl e.
cont'

from addr ess:

| NSTANT _VESSAGE;
123@.

usa@that sApp

from addr ess:
| NSTANT _MESSAGE;
*Bri an*

from address: "
PHONE; +61 422
094 222"

from donni n:
| NSTANT _MESSAGE;
skype

from donmi n:
| NSTANT _MESSACE;
What sApp

from donni n:
| NSTANT _MESSAGE;
*

from donmi n:
PHONE; *

from address: *;
user @xanpl e. org

Communication fields

Result

Matches all messages sent from user@example.com, or example@anywhere.
com.

Matches all messages sent from user@example.com, or addresses like another.
user@example.com.

Matches all messages sent from the user@hotmail.com address.

Matches all messages sent from the specific address. This search will only
match this exact domain, so sub-domains will not be returned.

Matches all WhatsApp instant messages sent from 123@g.usa@WhatsApp

Matches all instant messages sent from Brian (matches "J. Brian", "Brian W."
and other variants)

Matches messages (SMS) and calls sent from the phone number +61 422 094

222.

Matches all skype instant messages

Matches all WhatsApp instant messages.

Matches all instant messages.

Matches messages sent from a phone (SMS or call).

Matches messages sent from user@example.org regardless of address type
(INSTANT_MESSAGE, PHONE or E-MAIL).
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Note: The from field is a derived metadata field that is populated either from the transport headers or if not
present, a combination of the PR_SENDER_EMAIL_ADDRESS / PR_SENDER_NAME.

recipient

The recipient field can be used to search for any recipient address (to/cc/bcc) contained within a
communication that matches the pattern. The string used for searching will only match the complete email
address.

It is case sensitive.

Examples

Query String Results

recipient: Matches items within messages sent to user@hotmail.com.

user @ot nmai | .

com Note that this won't match user@hotmail.com.au or User@Hotmail.com.
recipient: Matches items within messages sent to john.doe@hotmail.com, john.doe@gmail.
*doe* com, doe.jane@hotmail.com and so on.

recipient-count
The recipient-count field can be used to search for items containing recipients in the specified count range.

Note: It can also be specified within the Search, navigate to Advanced in the search bar, and select
Recipient Count from the list for Pick search criterion and specify the criterion options.

Examples

Query String Results

recipient-count:[2 TO  Matches items that have recipient count between 2 and 5 (both

5] inclusive).
recipient-count:[10 Matches items that have at least 10 (inclusive) recipients.
TO *]

recipient-count:[* TO Matches items that have at most 10 (inclusive) recipients.
10]

recipient-count:[3 TO  Matches items that have exactly 3 recipients. It is the same as recipient-
3] count:3.
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sender

The sender field can be used to search for an item that is contained inside a communication sent from a
delegate party that matches the pattern. The string here may be a partial address.

Examples

Query String Results

sender: Matches items inside messages sent from a delegate user@example.com, or
exanpl e example@anywhere.com.

sender:"user @ Matches items inside messages sent from a delegate user@example.com, or
exanpl e. cont addresses like another.user@example.com, or user@example.com.au.
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GUID fields

Nuix assigns a unique identifier to each item that it processes, which is the Globally Unique Identifier or
GUID. The GUID is unique across all cases, and should not be confused with the digest identifier (MD5,
SHA-1, SHA-256), as these are based on the item content and are designed to show authenticity and to
find duplicate content.

Nuix GUIDs are created as 32-character strings that contain a mix of alpha-numeric characters and may or
may not contain the hyphens: d05307e6-0402-4042-a75e-a6d24a1235b1.

Nuix also supports wildcards with all searches that use the GUID fields.
batch-load-guid | comm-guid | guid | parent-guid | path-guid

batch-load-guid

The batch-load-guid can be used to search for items that are contained, loaded or reloaded in a particular
batch.

Example

Query String Results

bat ch- | oad- Matches all items loaded in the batch with GUID 5000. When items are reloaded or
gui d: 5000 new items are added to a case they will receive a new batch GUID.
comm-guid

The comm-guid field can be used to search for items that are contained within a communication with a
given GUID. Therefore, the GUID provided to search must be a communication; that is, the query has-
communication:1 should show the item in question.

Example
Query String Results
comm gui d: Matches items contained as attachments of the communication with GUID 5000, or
5000 contained as attachments of another message that was in turn an attachment of
GUID 5000 (and so on).
guid

The guid field can be used to search for an item with a specific GUID. By definition, this will always return
either one or zero search results unless a wildcard was used with a partial guid.

Example

Query String Results
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gui d: 5000 Matches the item whose GUID is 5000.

parent-guid

The parent-guid field can be used to search for all child items that are embedded one level deep for a
specific GUID. The parent-guid is different from the path-guid in that it searches for only embedded items

directly under the guid specified, rather than all embedded items.

Examples

Query String Results

parent - gui d: 5000  Matches all items whose parent GUID is 5000.

parent - gui d: enpty Matches items without a parent.

path-guid

The path-guid field can be used to search for all of the child items for a specific GUID. This is useful when
you need to search for all items associated with a piece of Nuix evidence.

The path-guid is different from the parent-guid in that it searches for all embedded items of the guid being
searched, not just those one level deep.

Example

Query String Results

pat h- gui d: 5000 Matches items whose parent's or any other ancestor's GUID is 5000.
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List-based fields

List-based search fields allow you to leverage imported lists such as word, shingle or digest lists to find
matches that contain any or all of the elements within the specified list.

For more information about importing and working with Word lists, Shingle lists and Digest lists, refer to the
Nuix documentation.

Note: The name of the lists are case sensitive.
digest-list | fuzzy-hash-list | shingle-list | word-list

digest-list

The digest-list field can be used to search for items whose MD5 digest exactly matches a digest in the
named list, effectively equivalent to using a digest list filter. Digest lists are frequently used to eliminate
duplicate data from previously processed or reviewed evidence, typically done by using the NOT option in
front of the digest-list field to ensure that only unique content is returned.

Examples
Query String Results
di gest-list:”Known Matches items whose hashes are present in the digest list named
Sof tware Files” "Known Software Files".
-di gest-list:"Known Matches items whose hashes are not present in the digest list named
Sof tware Files" "Known Software Files".

fuzzy-hash-list

The fuzzy-hash-list field can be used to search for items matching the fuzzy hashes in the named list,
effectively equivalent to using a fuzzy hash list filter. An optional score between 0 and 100 (inclusive) can
be provided. Also, a range of acceptable scores can be supplied.

Examples

Query String Results

f uzzy- hash- Matches items whose fuzzy hash values are an exact match with the fuzzy
list:" hashes in "MyFuzzyHashes".

MyFuzzyHashes"

fuzzy- hash- Matches items whose fuzzy hash values score at least 75 against at least one
list:" fuzzy hash in "MyFuzzyHashes"

MyFuzzyHashes;

75"
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fuzzy- hash- Matches items whose fuzzy hash values score between 75 and 95 (inclusive)

list:" against at least one fuzzy hash in "MyFuzzyHashes".
MyFuzzyHashes;
[75 TO 95]"

shingle-list

The shingle-list field can be used to search for items having at least one shingle contained in the named
shingle list, effectively equivalent to using a shingle list filter to find a similar document.

Examples

Query String Results

shingle-list:" Matches items with at least one shingle present in the shingle list named
MyFi | es” "MyFiles".

shingle-list:" Matches items with at least one shingle present in the shingle list named
MyFil es; 0. 9" "MyFiles", overriding the default resemblance threshold of 0.5 with 0.9.
word-list

The word-list field can be used to search for items containing any of the words or phrases in the given
word list file, effectively equivalent to using a word list filter.

Example
Query String Results

word-list:Fraud Matches items whose words are present in the word list named "Fraud".

List-based fields
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Sortable fields

Use Nuix sortable fields to search and sort the fields.

Note: The sort keys are used only on Scripting API. Refer to the search method of case interface in the
Scripting APl documentation.

family-content | family-names | family-properties | evidence-metadata | recipient-count | mime-type | family-
stats | sender-address | sender-domain | has-binary | has-text | has-image | has-communication | has-
embedded-data | audited-size | file-size | root-uri | position | path-position | named-entities | named-entity-
types | modifications | item-id | item-date | top-level-item-date | faces | face-info | face-confidence | deep-
learning-label | deep-learning-confidence | photo-dna | store-item-id | parent-item-store-id | guid | parent-
guid | top-level-guid | comm-guid | digest-md5 | binary-properties | location-2d | other-item-link | other-item-
link-root

family-content

The family-content field can be used to search over item contents associated with data items that were
processed with this option in Evidence Processing Settings, and returns only the associated top-level item
for any hits.

family-names

The family-names field is associated with data items that were processed with this option in Evidence
Processing Settings and returns only the associated top-level item for any hits.

family-properties

The family-properties field can be used to search over the property names and values associated with data

items that were processed with this option in Evidence Processing Settings and returns only the
associated top-level item for any hits.

evidence-metadata

The evidence-metadata field can be used to search any custom metadata that the investigator added to
the case when the evidence was loaded. In these examples, "site" is a piece of evidence metadata.

recipient-count

The id field can be used to search the ID of the data item.
mime-type

The mime-type field can be used to search on specific MIME types. This field is the more advanced
alternative to the kind field and allows you to select more specific types of items in your query.
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family-stats

The family-stats field is used to search the count and size of the family.

sender-address

The sender-address field name prefix is used to record delegated sender address information.

sender-domain

The sender-domain field name prefix is used to record delegated sender domain information.

has-binary

The has-binary field is a Boolean field that can be used to search for items that could have binary data.
Items such as files and email messages have binary data while few types of items such as file folders
/directories, mail folders or folders inside compressed zip files lack binary data.

has-text

The has-text field is a Boolean field that can be used to search for items that could contain text data. This
type of search does not imply the document has text, but rather just that the item type could contain text.

has-image

The has-image field is a Boolean field that can be used to search for items that contain image data.

has-communication

The has-communication field is a Boolean field that can be used to search for items that have
communication-based data. This search matches items that are communication items, such as email or
instant messages, but not the items that are attached to, or associated with them. To search for
attachments, see the Communication Fields category.

has-embedded-data

The has-embedded-data field is a Boolean field that can be used to search for items that could contain
embedded data. Using this search matches items that have the ability to contain embedded data. For
instance, it will match all directories even if a directory does not contain any file.

Note: This search will retrieve only the items that have the ability to contain embedded items, not the
embedded items.
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audited-size

The audited-size field is used to search for audited items of a particular size (in bytes). Items that have
been marked for auditing (non-immaterial items) can be identified with the search flag:audited.

file-size

The file-size field name is used to record file sizes, for use with the field cache.

root-uri

The root-uri field is used to list the root URI of this data item, if known.

position

The position field is used to store the position of the data item in relation to its siblings.

path-position

The path-position is used to store the list of data position values from the root to the parent data item,
separated by newlines.

named-entities

The named-entities field can be used to search for items that contain a specified named entity. This field
is only present for items that have been ingested with this option turned on in the Evidence Processing
section of Nuix.

named-entity-types

The named-entities-types field is used to list named entity types found within the document.

modifications

The modifications field can be used to search for items that have been modified since their initial ingestion.

item-id

The item-id field can be used to search for a short ID that is unique for the case.
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item-date

The item-date field can be used to search for an item by the date of the item. The date of the item will
generally be the communication date for items which are a communication item or the modified date for
other types of item. ltems without a date inherit the date of their parent.

This field is most useful when used in conjunction with a range query.

Note: This field will only be present on cases created with Nuix version 3.0 and above. Using it in earlier
cases will not return any search result.

top-level-item-date
The top-level-item-date field can be used to search for items by the item-date of their top-level item.

Note: This field will only be present on cases created with version 6.2 and above. Using it in earlier cases
will return no search results. Items above the top-level will never be returned as matches.

faces

The faces field can be used to match items with a specified number of detected faces or a specified range
of detected faces.

face-info

The face-info field is used to store the detected face information.

face-confidence

The face-confidence field can be used to match items with detected faces using a single confidence value
or a range of confidence values.

Note: This query will only work if face detection was selected during initial processing.

The detected face filter uses the following ranges.

Level Lower Range Upper Range
High 30 *

Medium 10 29

Low 1 9
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deep-learning-label

The deep-learning-label field is used to store the label resulting from Deep Learning model evaluation.

deep-learning-confidence

The deep-learning-confidence field is used to store the confidence value for a Deep Learning label.

photo-dna

The photo-dna field searches on the PhotoDNA robust hash values of image items. PhotoDNA hashes are
represented as base-64 strings. A search can accept an optional minimum score supplied as an integer
between 0 and 100 inclusive. A range of acceptable scores can be supplied.

Wildcard characters can be used in queries that do not contain a threshold score.

Note: Since PhotoDNA hashes are long, for brevity we use the variable hash in some of the ensuing
examples.
store-item-id

The store-item-id field is used to store the pseudo-docID, unique within the store but not prone to being
reordered.

parent-item-store-id
The parent-item-store-id field is used to store the reference to the parent document's ES store ID.
guid

The guid field is used to search for an item with a specific GUID. By definition, this will always return either
one or zero search results unless a wildcard was used with a partial guid.

parent-guid

The parent-guid field is used to search for all child items that are embedded one level deep for a specific
GUID. The parent-guid is different from the path-guid in that it searches for only embedded items directly
under the guid specified, rather than all embedded items.

top-level-guid

The top-level-guid field is used to store the guid for the top-level ancestor of the item. An item that has a
GUID the same as its top-level-item GUID is a top-level item.
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List-based fields

comm-guid

The comm-guid field can be used to search for items that are contained within a communication with a
given GUID. Therefore, the GUID provided to search must be a communication; that is, the query has-
communication:1 should show the item in question.

digest-md5

The digest-md5 field contains MD5 digest in lowercase hexadecimal form. This is used as performance
optimization of sorts, you can also perform this using the multi-value "digest” now.

binary-properties

The binary-properties field contains the map of properties for all binary properties.

location-2d

The location-2d field matches items which have Latitude and Longitude properties within the specified
geographical perimeter. This field only supports geodi st ance queries in the form below. The first 2
parameters are latitude and longitude (in degrees) followed by distance in kilometers.

other-item-link

The other-item-link field is used to link to another data item, represented as an ID path.
other-item-link-root

The other-item-link-root field is used to set the path offset value that identifies a root item that is common
to linked items.
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